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Copyright, trademarks, and disclaimer

Copyright © 2024 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of
Apple Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt
located in your Milestone system installation folder.
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About this guide

This guide gives you an introduction to encryption and certificates, together with step by step procedures on how
to install certificates in a Windows Workgroup environment.

Milestone recommends that you establish a Public Key Infrastructure (PKI) for creating
and distributing certificates. A PKI is a set of roles, policies, hardware, software, and
procedures needed to create, manage, distribute, use, store, and revoke digital
certificates and manage public-key encryption. In a Windows domain, it's recommended
to establish a PKI using the Active Directory Certificate Services (AD CS).

A If you are unable to build a PKI, either due to having different domains without trust
between them or due to not using domains at all, it's possible to manually create and
distribute certificates.

WARNING: Creating and distributing certificates manually isn't recommended as a secure
way of distributing certificates. If you choose manual distribution, you are responsible for
always keeping the private certificates secure. When you keep the private certificates
secure, the client computers that trust the certificates are less vulnerable to attacks.

When do you need to install certificates?
First, decide whether your system actually needs encrypted communication.

Don't use certificates with recording server encryption if you are using one or more integrations that don't
support HTTPS communication. This is, for example, third-part MIP SDK integrations that don't support HTTPS.

Unless your installation is made in a physically isolated network, it's recommended that you secure the
communication by using certificates.

This document describes when to use certificates:
« Ifyour XProtect VMS system is set up in a Windows Workgroup environment

« Before you install or upgrade to XProtect VMS 2019 R1 or newer, if you want to enable encryption during
the installation

« Before you enable encryption, if you installed XProtect VMS 2019 R1 or newer without encryption

« Whenyou renew or replace certificates due to expiry

4 | About this guide
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Introduction to certificates

Hypertext Transfer Protocol Secure (HTTPS) is an extension of the Hypertext Transfer Protocol (HTTP) for secure
communication over a computer network. In HTTPS, the communication protocol is encrypted using Transport
Layer Security (TLS), or its predecessor, Secure Sockets Layer (SSL).

In XProtect VMS, secure communication is obtained by using TLS/SSL with asymmetric encryption (RSA).
TLS/SSL uses a pair of keys—one private, one public—to authenticate, secure, and manage secure connections.

A certificate authority (CA) is anyone who can issue root certificates. This can be an internet service that issues
root certificates, or anyone who manually generates and distributes a certificate. A CA can issue certificates to
web services, that is to any software using https communication. This certificate contains two keys, a private key
and a public key. The public key is installed on the clients of a web service (service clients) by installing a public
certificate. The private key is used for signing server certificates that must be installed on the server. Whenever
a service client calls the web service, the web service sends the server certificate, including the public key, to the
client. The service client can validate the server certificate using the already installed public CA certificate. The
client and the server can now use the public and private server certificates to exchange a secret key and thereby
establish a secure TLS/SSL connection.

For manually distributed certificates, certificates must be installed before the client can make such a verification.
See Transport Layer Security for more information about TLS.
In XProtect VMS, the following locations are where you can enable TLS/SSL encryption:

« Inthe communication between the management server and the recording servers, event servers, and
mobile servers

« Onthe recording server in the communication with clients, servers, and integrations that retrieve data
streams from the recording server

« Inthe communication between clients and the mobile server
In this guide, the following are referred to as clients:
« XProtect Smart Client
« Management Client
« Management Server (for System Monitor and for images and AVI video clips in email notifications)
« XProtect Mobile Server
« XProtect Event Server
« XProtect LPR
« Milestone Open Network Bridge
« XProtect DLNA Server
« Sites that retrieve data streams from the recording server through Milestone Interconnect

« Third-party MIP SDK integrations that support HTTPS
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For solutions built with MIP SDK 2018 R3 or earlier that access recording servers:

. Ifthe integrations are made using MIP SDK libraries, they need to be rebuilt with

: MIP SDK 2019 R1

. If the integrations communicate directly with the Recording Server APIs without
using MIP SDK libraries, the integrators must add HTTPS support themselves

« Ifin doubt, ask your vendor who supplied the integration

Certificate distribution

The graphic illustrates the basic concept of how certificates are signed, trusted, and distributed in XProtect VMS.

L1 certificate authority (CA) is anyone who can issue root certificates. A CA certificate acts as a trusted third-
party, trusted by both the subject/owner (server) and by the party that verifies the certificate (clients) (see
Create CA certificate on page 17).

O he public certificate must be trusted on all client computers. In this way the clients can verify the validity of
the certificates issued by the CA (see Install certificates on the clients on page 19).

© The CA certificate is used to issue private server authentication certificates to the servers (see Create SSL
certificate on page 27).

O The created private SSL certificates must be imported to the Windows Certificate Store on all servers (see
Import SSL certificate on page 29).

Requirements for the private SSL certificate:
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« Issued to the server so that the server's host name is included in the certificate, either as subject (owner)
or in the list of DNS names that the certificate is issued to

« Trusted on all computers running services or applications that communicate with the service on the
servers, by trusting the CA certificate that was used to issue the SSL certificate

« The service account that runs the server must have access to the private key of the certificate on the

server.

Certificates have an expiry date. You will not receive a warning when a certificate is about

to expire. If a certificate expires, the clients will no longer trust the server with the expired
A certificate and thus cannot communicate with it.

To renew the certificates, follow the steps in this guide as you did when you created

certificates.
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Overview of the scenarios and procedures used with
certificates

The procedures for configuring secure communication in an XProtect VMS environment are different, depending
on which type of servers require secure communication.

The procedures are also different in a WORKGROUP network compared to a DOMAIN network.

The types of XProtect VMS client applications that are used in the system also determine some of the required
procedures for secure communications.

Using certificates for the server communication can usually be ignored on a single server
K4 installation, except for serving as an extra safeguard when communicating with the
management server.

This list shows the different scenarios:
« XProtect Mobile Server

In XProtect VMS, encryption is enabled or disabled per Mobile Server. You enable or disable encryption
either during installation of the XProtect VMS product or by using the Server Configurator. When you
enable encryption on a Mobile Server, you then use encrypted communication with all clients, services,
and integrations that retrieve data streams.

The Mobile Server connects to the XProtect Mobile client and XProtect Web Client. Browsers, operating
systems, and mobile devices that host these clients maintain a list of trusted CA root certificates. Only the
authority knows its private key, but everyone knows its public key, which is similar to any particular
certificate.

These clients, then, already have certificate keys installed and work with most any third-party certificate
that is available to install on the Mobile Server itself.

Since each third-party CA has their own requirements for requesting a certificate, it is best to investigate
the individual requirements directly with the CA.

This document describes how to create a certificate request on the Mobile Server and install the
certificate once it has been issued from the CA.

See:

Install certificates for communication with the mobile server on page 40
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« Milestone XProtect Management Server and Recording Server

You can encrypt the two-way connection between the Management Server and the Recording Server.
When you enable encryption on the Management Server, it applies to connections from all the Recording
Servers that connect to the Management Server. If you enable encryption on the Management Server,
you must also enable encryption on all of the Recording Servers. Before you enable encryption, you must
install security certificates on the Management Server and all Recording Servers, including Failover
Recording Servers.

« Third-party or commercial CA certificate

The process for requesting certificates from third-party CAs for use with Management Servers
and Recording Servers is the same as with the Mobile Server. The only difference is the
configuration with the Server Configurator.

See:

Install third-party or commercial CA certificates for communication with the Management Server
or Recording Server on page 57

« Domain

When client and server endpoints are all operating within a Domain environment with its own
certificate authority infrastructure, there is no requirement to distribute CA certificates to client
workstations. As long as you have a Group Policy within the Domain, that will handle the automatic
distribution of all trusted CA certificates to all users and computers in the Domain.

The process for requesting a certificate and installing a server certificate is the same as in a
Workgroup.

See:

Install certificates in a domain for communication with the Management Server or Recording
Server on page 86

« Workgroup

When operating in a Workgroup environment, it is assumed that there is no certificate authority
infrastructure. To distribute certificates, it is required to create a certificate authority
infrastructure. There is also a requirement to distribute the certificate keys to client workstations.
Except for these requirements, the process of requesting and installing a certificate on a server is
similar to both the Domain and third-party scenarios.

See:

Install certificates in a Workgroup environment for communication with the Management Server
or Recording Server on page 107
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« XProtect Event Server

You can encrypt the two-way connection between the Event Server and the components that
communicate with the Event Server, including the LPR Server. When you enable encryption on the Event
Server, it applies to connections from all the components that connect to the Event Server. Before you
enable encryption, you must install security certificates on the Event Server and all connecting
components.

See:

Install certificates for communication with the Event Server on page 129
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« Client

In the Third-party/commercial and Domain scenarios, clients do not need certificate keys installed. You
only need to install client certificate keys in a Workgroup environment.

When you enable encryption on a Recording Server, communication to all clients, servers, and
integrations that retrieve data streams from the Recording Server are encrypted.

In this document these are referred to as 'clients' to the Recording Server:
« XProtect Smart Client
« Management Client
« Management Server (for System Monitor and for images and AVI video clips in email notifications)
« XProtect Mobile Server
« XProtect Event Server
« XProtect LPR
« Milestone Open Network Bridge
« XProtect DLNA Server
« Sites that retrieve data streams from the recording server through Milestone Interconnect

« Some third-party MIP SDK integrations

For solutions built with MIP SDK 2018 R3 or earlier that accesses recording
servers: If the integrations are made using MIP SDK libraries, they need to be

A rebuilt with MIP SDK 2019 R1; if the integrations communicate directly with the
Recording Server APIs without using MIP SDK libraries, the integrators must add
HTTPS support themselves.

See:
Which clients need certificates? on page 11

Import client certificates on page 132

Which clients need certificates?

Which clients need certificates installed? How do we plan for this? What can we do to prepare?

Web-browser-based clients and clients that are distributed via a public third-party application distribution service
or store, for example Google Play or Apple AppStore, should not require you to install a certificate. XProtect
Mobile will not use installed certificates. XProtect Mobile can only use trusted third-party certificates.
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If the XProtect servers (Management Server and Recording Server) are installed on computers that are joined to
the Domain, and the users who are logging into the Smart Client are all Domain users, the Domain will handle all
public key distribution and authentication required to establish secure communications.

Third Party CA/ Domain Self Signed CA / Domain

Third Party CA/ Non-Domain || Self Signed CA/ Non-Domain

O No Public Key Distribution Needed

O Public Key Distribution Needed

Only in a scenario where Active Directory Certificate Services (AD CS) is used to create self-signed certificates
and the resources (users and computers) are operating in a non-domain environment would there be any need
to distribute public keys to client workstations.

See also Install certificates on the clients on page 19 and Import client certificates on page 132.
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Server Configurator (explained)

Use the Server Configurator to select certificates on local servers for encrypted communication and register
server services to make them qualified to communicate with the servers.

The following types of servers in XProtect VMS need certificates for secure communication:
« Management Servers
« Recording Servers
« EventServers
« Mobile Servers

These servers work with the Server Configurator to manage secure communications. Use the Server
Configurator to set whether or not the XProtect servers use secure encrypted communications and to manage
the certificates that the XProtect servers use.

The Server Configurator is installed by default on any computer that hosts an XProtect server.
Open the Server Configurator from:
« The Windows Start menu
or

« The XProtect server manager by right-clicking the server manager icon on the computer task bar and
selecting Server Configurator
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l# Milestone Server Configuratar - O =

Encryption

Encryption

Registering servers It is recommended to secure communication with encryption. Learn more

Language selection Server certificate
Applies to: management server, recording server, failover server, data
collector
Encryption: On
DocCert1 ~ Details

Maobile streaming media certificate
Applies to mobile and web clients that retrieve data streams from the mobile

server
Encryption: On
DocCert1 ™ Details

Apply

Use the Server Configurator to choose the certificates that the XProtect servers use to secure communicates
with their client applications, and to verify that encryption settings are configured properly.

In the Encryption section of the Server Configurator, set encryption of the following types:
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« Server certificate

Select the certificate to be used to encrypt the two-way connection between the management server and

the following servers:

Recording Server
Event Server

Log Server

LPR Server

Mobile Server

« Eventserver and add-ons

Select the certificate to be used to encrypt the two-way connection between the event server and the

components that communicate with the event server, including the LPR Server.

. Streaming media certificate

Select the certificate to be used to encrypt communication between the recording servers and all clients,
servers, and integrations that retrieve data streams from the recording servers.

« Mobile streaming media certificate

Select the certificate to be used to encrypt communication between the mobile server and the mobile and

web clients that retrieve data streams from the mobile server.

In the Registering servers section of the Server Configurator, register the servers that are running on the
computer with the designated management server.

To register the servers, verify the address of the management server and select Register.
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PowerShell scripts

You can use PowerShell and the Milestone PSTools Module to install, integrate, simplify, monitor and automate
the ongoing maintenance and required configuration processes of large, complex, and technically advanced
XProtect VMS systems.

Nonetheless, Milestone recommends that administrators, installers and technicians know how to configure their
customer's XProtect VMS environment manually. You will learn with experience when to use PowerShell scripts
in place of manual configurations. You can find PowerShell scripts in these locations:

« PowerShell Process/Video for Mobile Server & Lets Encrypt

« Github repository for Milestone PSTools information, documentation and scripts.
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Creating and distributing certificates manually

Important to know:

Creating and distributing certificates manually is not recommended as a secure way of
A distributing certificates. If you choose manual distribution, you are responsible for

keeping the private certificates secure at all times. When you keep the private certificates

secure, the client computers that trust the certificates are less vulnerable to attacks.

In some situations, Windows Update may periodically remove certificates that are not from a "trusted third-party
certificate authority."

To make sure that your certificates are not removed by Windows Update, you must enable the Turn off
Automatic Root Certificates Update. Before making this change, you should make sure that the change is
following your company security policy.

1. Enable this by opening the Local Group Policy Editor on the computer (click on the Windows start bar and
type gpedit.msc).

2. Inthe Windows Local Group Policy Editor, navigate to Computer Configuration > Administrative
Templates > System > Internet Communication Management > Internet Communication Settings.

3. Double-click Turn off Automatic Root Certificate Update and select Enabled.
4. Click OK.
Note that this setting might be controlled by a domain policy. In which case, it must be disabled at that level.

Your certificate will now stay on the computer despite it is not from a "trusted third-party certificate authority,"
because Windows Update will not contact the Windows Update website to see if Microsoft has added the CA to
its list of trusted authorities.

Create CA certificate

On a computer with restricted access and not connected to your XProtect system, run this script once to create a
CA certificate.

The computer that you use for creating certificates must run Window 10 or Windows
Server OS 2016 or newer.

17 | Creating and distributing certificates manually
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Be aware that when you create certificates in this way, the certificates are related to the
computer they are installed on. If the computer name changes, then the VMS will not be
able to start until the certificates are created again and re-installed on the computer.

This script creates two certificates:

« A private certificate - only exists in the Personal Certificates store for the current user after the scriptis
run. It is recommended that you create a backup kept on a medium (USB) in a safe place, and preferably
two backups kept in physically different locations. With the exception of the backups, this certificate
should never leave the computer that you created the certificate on

« A public certificate - to be imported as trusted certificate on all client computers
1. InAppendix A, in the back of this guide, you find a script for creating the CA certificate. Copy the content.

2. Open Notepad and paste the content.

It is very important that the lines break in the same places as in Appendix A. You
can add the line breaks in Notepad or alternatively, reopen this PDF with Google
Chrome, copy the content again and paste it into Notepad.

] CreateCACertificate.ps1 - Notepad 52 el
File Edit Format View Help

i# Run this script once, to create a certificate that can sign multiple recording server certificates

| # Private certificate for signing other certificates (in certificate store)

1$caicertificate = New-SelfSignedCertificate -CertStorelocation cert:\CurrentUser\My -DnsName 'VMS Certificate Authority' -KeyusageProperty All ~
‘—KeyUsage CertSign, CRLSign, DigitalSignature -FriendlyMame 'VMS CA Certificate’

| # Thumbprint of private certificate used for signing other certificates

| Set-Content -Path "$PSScriptRoot\ca_thumbprint.txt” -Value $ca_certificate.Thumbprint

| # Public CA certificate to trust (Third-Party Root Certification Authorities)

Export-Certificate -Cert "Cert:\CurrentUser\My\$(%ca_certificate.Thumbprint)" -FilePath "$PSScriptRoot\root-authority-public.cer"|

| < >
Ln 8 Col 130

3. In Notepad, click File -> Save as, name the file CreateCACertificate.ps1 and save it locally, like this:
C:\Certificates\CreateCACertificate.psl.

4. InFile Explorer, goto C:\Certificates and select the CreateCACertificate.ps1 file.

5. Inthe File menu, select Open Windows PowerShell and then Open Windows PowerShell as
administrator.
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1™

=] Cert

|

[ o . = “open - HH select all
Open new window ’ B’ Open Windows PowerShell { |J5‘ o
- 4 Edit Select none
Properties —_ : o :
T s 5 - 0 History g7 Invert selection
Cpen command prompt % Open Windows PowerShell as administrator
e 0 5

g!' Open Windows PowerShell  »

Date modified Type Size
@;QJ Delete history 3
File folder
0 File folder
Help k
File folder
5 File folder
g
cl
Lt File folder
| File folder
& CreateCACertificate.psi Windows PowerShell Script 1KB
1Ml This PC

T I

6. InPowerShell at the prompt, enter .\CreateCACertificate.ps1 and press Enter.

E¥ Administrator: Windows PowerShell — a X

tificates> .\CreateCACertificate.psl

Directory: C:\Certificates

uthority-public.cer

7. Check that the root-authority-public.cer file appears in the folder where you ran the script.

Your computer may require that you change the PowerShell execution policy. If
yes, enter Set-ExecutionPolicy RemoteSigned. Press Enter and select A.

Install certificates on the clients

After you created the CA certificate, you trust the public CA certificate by installing it on all the computers that
act as clients to the service according to the descriptions in Introduction to certificates on page 5.

See Import client certificates on page 132 for an alternative procedure to manually
- installing certificates on clients.

1. Copythe root-authority-public.cer file from the computer where you created the CA certificate
(C:\Certificates\root-authority-public.cer)tothe computer where the XProtect client is
installed.
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n For information about which client and server services, and integrations that
require the certificate, see Introduction to certificates on page 5.

2. Right-click on the certificate and select Install Certificate.

Open
Install Certificate

Edit with Notepad++

Scan with Windows Defender...
Share
Open with...

Give access to

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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3. Inthe Certificate Import Wizard, select to install the certificate in the store of the Local Machine and
click Next.

&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
O Current User

@3Lacal Machine

To continue, dick Next.

(Ot | | Gonce
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4. Selectto manually locate the store in which the certificate will be installed.

X

€ =¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

‘ (®2lace all certificates in the following store:

Certificate store:

| Browse...

5. Click Browse, select Trusted Root Certification Authorities and click OK. Then click Next.

Select Certificate Store X

Select the certificate store you want to use,

- | Personal ~
el Trusted oot Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities

7| Trusted Publishers
L = 1intrieted Martifirates

[]show physical stores

Corcel

6. Onthe Completing the Certificate Import Wizard dialog, click Finish.
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If you receive a security warning that you are about to install a root certificate, click
- Yes to continue.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

o= (or= 1= o] =gl = =i =s e A =@ Trusted Root Certification Authorities
Content Certificate

7. Youwill receive a confirmation dialog of successful import.

Certificate Import Wizard o

o The import was successful,

23 | Creating and distributing certificates manually



Certificates guide | XProtect® VMS 2024 R1

8. To verify that the certificate is imported, start the Microsoft Management Console.

& Run

Pt

=1 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmcl

Cancel | | Browse...

9. Inthe Microsoft Management Console, from the File menu select Add/Remove Snap-in....

E Consolel - [Console Root] x
ﬁ File Action View Favorites Window Help - 8 X
4 New Ctrl+N
= Open... Ctrl+0 Naivia Actions

Save s i g e Console Roat -

Gave fa ere are no items to show in this view.

Mare Actions 4

Add/Remove Snap-in... Ctrl+M

Options...

Recent File

Exit
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10. Selectthe Certificates snap-in and click Add.

11.

Add or Remove Snap-ins

¥ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

& 1P Security Monitar
il PR L

Snap-n endor

=" ActiveX Control Microsoft Car...
[T authorization Manager Microsoft Car. ..
=) Certificates Microsoft Cor..,
F Component Services Micrasoft Cor...
,‘ﬁ'-ﬂnmput&r Managem Microsoft Cor...
.1. Device Manager Microsoft Car...
e Disk Management Microsoft and...
@ Event Viewer Micrasoft Cor...
I Folder Microsoft Cor...
_%I' Group Policy Object ... Microsoft Cor...
f_fg Internet Informatio... Microsoft Cor...
(2@ Internet Informatio..,  Microsoft Cor. .,

Microsoft Cor...

Selected snap-ins:

[7l console Root

Add =

Description:

Edit Extensions.. .

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cance

Select that the snap-in must manage certificates for the Computer account.

Certificates snap-in

This snap4n will always manage certificates for:

() My user account

() Service account

< Back

Mext = Cancel
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12. Select Local computer as the computer that you want the snap-in to manage and click Finish.

Select Computer

Select the computer you want this snap-n to manage.

This snap-n will always manage:

| (® Local computer: the computer this console is running onk

() Another computer:

[ Mllow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

x

Browse...

< Back Cancel

13. Click OK after the snap-in has been added.

Add or Remove Snap-ins

Available snap-ns:

Snap-in Vendor

=] ActiveX Control Microsoft Cor...
.Auﬂ'uorizaﬁon Manager Microsoft Cor...
B Certificates Micrasoft Cor...
¥ Component Services Microsoft Cor...
;é'iCnrnputer Managem Microsoft Cor...
.j;- Device Manager Microsoft Cor..,
e Disk Management Microsoft and...
@ Event Yiewer Microsoft Cor...
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
ii' Internet Informatio...  Microsoft Cor...
(Z@internet Informatio...  Microsaft Cor. ..
g IP Security Monitor Microsoft Cor...

Description:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ns:

[l console Root Edit Extensions...
Iib] Certificates (Local Computer)
Remowve
Move Up
Move Down
Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK Cancel
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14.

15. Repeat the steps on the next computer that runs as a client to the service where encryption is being

Verify that the certificate is listed in the center view of the Trusted Root Certification Authorities

subtree.
ﬁ Consolel - [Console Root' Certificates (Local Computer)\Trusted Root Certification Authorities\ Certificates] K
File Action View Favorites Window Help - & x
= nE a6 HE
~| Console Root Issued Te Issued By Exg * || Actions
v & C_E'Eﬁ‘“tesl("”‘“' Computer) 5110.5.14.40 10.5.14.40 20 | (S -
e = . [5110.5.6.101 10.5.6.101 20: :
= T'.usé::t;i:;iemf'“t'°” G 3 AddTrust Extemal CA Root AddTrust External CA Raot 20 daihas
— [51Baltimore CyberTrust Root Baltimore CyberTrust Root 20;
_| Enterprise Trust |
_| Intermediate Certification Authorities 'TE_JCKMS CKMS 20
< Trusted Publishers =1 Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. 20:
“| Untrusted Certificates 51 Copyright () 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  14¢
“| Third-Party Root Certification Autharities I DigiCert Assured ID Root CA DigiCert Assured ID Root CA 20%
| Trusted People =1 DigiCert Global Root CA DigiCert Global Root CA 202
| Client Authentication lssuers = IDigiCert High Assurance EV Ro...  DigiCert High Assurance EV Root 20
_| Preview Build Roots [51DST Root CA X3 DST Root CA X3 20:
| AAD Token Issuer [55lEquifax Secure Certificate Auth... Equifax Secure Certificate Authority 207
| eSIM Certification Authorities [ GeoTrust Global CA GeoTrust Global CA 20;
| Homegroup Machine Certificates =1 Globalsign GlobalSign 20;
~| Remote Desktop [51GlobalSign GlobalSign 20;
| Certificate Enrallment Requests =] GlobalSign Root CA GlobalSign Root CA 20:
| Smart Card Trusted Roots [51Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 20:
il Trusted Devices [1GTE CyberTrust Global Root GTE CyberTrust Global Root 200
| Wishibiosting Gl Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03 20
B Windows LivelID Token lssuer :é]Mlcmsnft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root...  20(
I Microsoft Root Authority Microsoft Root Authority 20;
ZIMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori  20;
5 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori.. 20
=] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori.. 20
=l 20:
[SZINO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, (c)97 Ve... 20(
(lStarfield Class 2 Certification A...  Starfield Class 2 Certification Auth... 20:
[5;IStarfield Services Root Certificat... Starfield Services Root Certificate ...  20:
[ Symantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root .. 202 v
< >

Trusted Root Certification Authorities store contains 34 certificates.

enabled, until you have installed the certificate on all relevant computers.

Create SSL certificate

After you have installed the CA certificate on all the clients, you are ready to create certificates to be installed on
all computers that run servers (recording servers, management servers, mobile servers or failover servers).

»

If you want to configure a failover management server, you need to create a different SSL

server on page 38.

certificate. For more information, see Create SSL certificate for the failover management

On the computer where you created the CA certificate, from the folder where you placed the CA certificate, run

the Server certificate script to create SSL certificates for all servers.

The computer that you use for creating certificates must run Window 10 or Windows

Server 2016 or newer.
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1. In Appendix B in the back of this guide, you find a script for creating server certificates.

2. Open Notepad and paste the contents.

It is very important that the lines break in the same places as in Appendix B. You
can add the line breaks in Notepad or alternatively, reopen this PDF with Google
Chrome, copy the contents again and paste it into Notepad.

3. InNotepad, click File -> Save as, name the file CreateServerCertificate.ps1 and save it locally in the
same folder as the CA certificate, like this:
C:\Certificates\CreateServerCertificate.psl.

4. InFile Explorer,goto C:\Certificates and select the CreateServerCertificate.ps1 file.

5. Inthe File menu, select Open Windows PowerShell and then Open Windows PowerShell as

administrator.
. _ ) M_‘ Open = BH select all
Open new window 4 u Open Windows PowerShell v.i - -
; o @Ed\t Select none
Properties B Hist o, i reled
P 5 - istory nvert selection
' Open command prompt 4 aj Open Windows PowerShell as administrator =
Al 5

'rg" Cpen Windows PowerShell | »

Date modified Type Size

gl_ Delete history r
Ly v
- g

Q- »

b 2

04-02-2019 11:31 File folder

File folder
File folder
File folder
Close File folder

File folder

|y CreateCACertificate.psl
1% This PC & CreateServerCertificate.ps1

Windows PowerShell Script 1KB
Windows PowerShell Script 3KE

= Necltnn
6. In PowerShell at the prompt, enter .\CreateServerCertificate.ps1 and press Enter.

7. Enter the DNS name for the server. If the server has multiple names, for example for internal and
external use, add them here, separated by a space. Press Enter.

To find the DNS name, open File explorer on the computer running the Recording
Server service. Right-click This PC and select Properties. Use the Full computer
name.

¥ Administrator; Windows PowerShell = O X

P5 C:\Certificates> .\CreateServerCertificate.psl
DNS names for server SSL certificate (delimited by space - 1st entry is also subject of certificate):
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8. Enter the IP address of the server. If the server has multiple IP addresses, for example for internal and
external use, add them here, separated by a space. Press Enter.

To find the IP address, you can open Command Prompt on the computer running
the Recording Server service. Enter ipconfig /all. If you have installed the

0 XProtect system, you can open the Management Client, navigate to the server and
find the IP address on the Info tab.

9. Specify a password for the certificate and press Enter to finish the creation.
| You use this password when you import the certificate on the server.

A Subjectname.pfx file appears in the folder where you ran the script.

10. Run the script until you have certificates for all of your servers.

Import SSL certificate

After you created the SSL certificates, install them on the computers that run the server service.

1. Copy the relevant Subjectname.pfx file from the computer where you created the certificate to the
corresponding server service computer.

| Remember that each certificate is created to a specific server.
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2. Onthe server service computer, start Manage computer certificates.

3. Click on Personal, right-click Certificates and select All Tasks > Import.

= certlm - [Certificates - Local Computer]

File Action View Help

&= |Fc= HmE

il Cerificates - Lnral Cromnuter |

—cE

Personal

[ Certificates

Trusted Root Certification Authorities
Enterprise Trust

Intermediate Certification Authorities
Trusted Publishers

Untrusted Certificates

Third-Party Root Certification Authorities
Trusted People

Client Authentication lssuers

riwieie]e]

I,

Homegroup Machine Certificates
MEIEHisterylournal

OfcEdge

OfficeScan 5501 Agent

Remote Desktop

Smart Card Trusted Roots

= | Trusted Devices

i [ Web Hosting

L Windows Live ID Token Issuer

=
DLLERERE

Legical Store Mame

| Personal

| Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
"I Trusted People

| Client Authentication lssuers
__|Homegroup Machine Certificates

| MSIEHistory)ournal

| OfcEdge

| OfficeScan 551 Agent

| Remote Desktop

| Smart Card Trusted Roots

" Trusted Devices

_|Web Hosting

| Windows Live ID Token Issuer

£
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4. Selecttoimport the certificate in the store of the Local Machine and click Next.

=¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, & certificate store is the system area where certificates are kept.

Store Location

{_J Current User

To continue, dick Next.

| ®nect | | Cancel
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5. Browse to the certificate file and click Next.

(€ £ Certificate Import Wizard

File to Import
Spedfy the file you want to impart,

File name:

Received Files\WMSREC-01.pfx | | TR

Mote: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (55T)

Mext || Cancel !
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6. Enter the password for the private key that you specified when you created the server certificate, and

click Next.

(€) £ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ | Display Password

Import options:

[|Enable strong private key pratection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ |Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

.. Cancel
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7. Place the file in the Certificate Store: Personal and click Next.

(€) = Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

Personal Browse. ..

Cancel
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8. Verify the information and click Finish to import the certificate.

(€) = Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User Personal

Content PFX

File Mame C:\Users\gis\DesktopWMS-REC-01.pfx

Finizh Cancel

9. The imported certificate appears in the list.
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= certlm - [Certificates - Local Computer\Personal\Certificates] =5
File Action View Help

es | pEalcz B

5 Certificates - Local Computer lssued To 2 Issued By
4 | Personal ?;'*
.5

> || Trusted Root Certification Authorities ?ﬁ*

[ || Enterprize Trust

|| Intermediate Certification Authaorities ?ﬂlocalhost
= || Trusted Publishers

= [ Untrusted Certificates

[+ | Third-Party Root Certification Authorities
i+ | Trusted People

i || Client Authentication Issuers

i+ | Homegroup Machine Certificates

localhost
[ VMS Certificate Autharity VIS Certificate Authority
HVMS-REC-G'I YMS Certificate Authority I

i+ | MSIEHisterylournal

i [] OfcEdge

[ || OfficeScan S5L Agent

i+ || Remote Desktop

i | Smart Card Trusted Roots

i | Trusted Devices

> | Web Hosting

= [ Windows Live ID Token Issuer

10. To allow a service to use the private key of the certificate, right click the certificate and select All Tasks >
Manage Private Keys.

Open

All Tasks : Open

Cut Request Certificate with New Key..

Copy Renew Certificate with New Key..

el Manage Private Keys...

Properties Advanced Operations :
Help Export..
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11. Add read permission for the user running the XProtect VMS services that need to use the server
certificate.

Permissions X

Security

Group or user names:

88 sYSTEM
S8 Administrators (Admin istrators)

NETWORK SERVICE

Add... Remove
Permissions for NETWORK
SERVICE Allow Deny
Full control L] O
Read =] O
Special permissions
For special permissions or advanced settings, Aihanced

click Advanced.

12. Continue to the next computer, until you have installed all server certificates.
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Create SSL certificate for the failover management server

XProtect Management Server Failover is configured on two computers. To make sure that the clients trust the
running management server, install the SSL certificate on the primary and the secondary computer.

To create and install the SSL certificate for the failover cluster, you need to install the CA certificate first.

On the computer where you created the CA certificate, from the folder where you placed the CA certificate, run
the Failover management server certificate script to create an SSL certificate for the primary and the
secondary computer.

The computer that you use for creating certificates must run Window 10 or Windows
Server 2016 or newer.

1. In Appendix C of this guide, copy the script for creating failover management server certificates.

2. Open Notepad and paste the script.

It is very important that the lines break in the same places as shown in Appendix C.
You can add the line breaks in Notepad or alternatively, reopen this PDF with
Google Chrome, copy the contents again and paste it into Notepad.

3. In Notepad, select File -> Save as, name the file CreateFailoverCertificate.ps1 and save it locally in the
same folder as the CA certificate:
Example: C:\Certificates\CreateFailoverCertificate.psl.

4. InFile Explorer, goto C:\Certificates and select the CreateFailoverCertificate.ps1 file.

5. Inthe File menu, select Open Windows Powershell and then Open Windows PowerShell as
administrator.

. < 1 [lopen~ [H selectan
D Open new window 3 H Open Windows PowerShell J P s a)
= Ed\t Select none
Properties o
e ) - - $o History 57 Invert selection
Open command prompt 4 % Open Windows PowerShell as administrator =
& s

u Open Windows PowerShell | »

{l— Date modified Type Size
i 13

o -201911:31 File folder
o o % 911:31 File folder
911:31 File folder
5 i 911:31 File folder
- 911:53 File folder
911:31 File folder

&y CreateCACertificate.psl 91501 Windows PowerShell Script 1KB

1| This PC |y CreateServerCertificate.psl 2019 15:31 Windows PowerShell Script 3KB

= Necltnn

6. InPowerShell, enter .\CreateFailoverCertificate.ps1 at the prompt and press Enter.
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7. Specify the FQDNs and the host names for the primary and the secondary computer, separated by a
comma.

Example: pc1host,pc1host.domain,pc2host,pc2host.domain.
Press Enter.
8. Specify the virtual IP address of the failover cluster. Press Enter.

9. Specify a password for the certificate and press Enter to finish the creation.

| You use this password when you import the certificate on the server.

The [virtualIP].pfx file appears in the folder where you ran the script.

Import the certificate the same way you would import an SSL certificate, see Import SSL certificate on page 29.
Import the certificate on the primary and secondary computers.
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Install certificates for communication with the mobile
server

To use an HTTPS protocol for establishing a secure connection between the mobile server and clients and
services, you must apply a valid certificate on the server. The certificate confirms that the certificate holder is
authorized to establish secure connections.

Encryption is enabled or disabled per mobile server. You enable or disable encryption either during installation
of the XProtect VMS product or by using the Server Configurator. When you enable encryption on a mobile
server, you then use encrypted communication with all clients, services, and integrations that retrieve data
streams.

When you configure encryption for a server group, it must either be enabled with a
K4 certificate belonging to the same CA certificate or, if the encryption is disabled, then it
must be disabled on all computers in the server group.

Certificates issued by CA (Certificate Authority) have a chain of certificates and on the
root of that chain is the CA root certificate. When a device or browser sees this certificate,
it compares its root certificate with pre-installed ones on the OS (Android, iOS, Windows,
etc.). If the root certificate is listed in the pre-installed certificates list, then the OS ensures
the user that the connection to the server is secure enough. These certificates are issued
for a domain name and are not free of charge.

Add a CA certificate to the server

Add the CA certificate to the Mobile Server by doing the following.

Specific parameters depend on the CA. Refer to the documentation of your CA before
- proceeding.
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1. Onthe computer that hosts the Mobile Server, open the Microsoft Management Console.

& Run >

=1 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmd ~

. Cancel | | Browse...

2. Inthe Microsoft Management Console, from the File menu select Add/Remove Snap-in....

E Consolel - [Console Root]
ﬁ File Action View Favorites Window Help

4 New Ctrl+N
— =
= Open... Ctrl+O e =
Save Ctrl+5 ] . o o
Save As... There are no items to show in this view, g
Mare Actions

Add/Remove Snap-in... Ctrl+M
Options...
Recent File
Exit

41 | Install certificates for communication with the mobile server




Certificates guide | XProtect® VMS 2024 R1

3. Select the Certificates snap-in and click Add.

Click OK.

Add or Remove Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

= ActiveX Control Microsoft Cor...
Auﬂ'lorization Manager Microsoft Cor...
E Certificate Templates ~ Microsoft Cor...
3l Certificates Microseft Cor..,
fﬁ]Cerﬁﬁcaﬁon Authority  Microsoft Cor...
. Component Services Microsoft Cor...

Add =
;_Qil:omputer Managem... Microsoft Cor...
;.j}; Device Manager Microsoft Cor...
e Disk Management Microsoft and. ..
f;:'f] Enterprise PKI Microsoft Cor...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

_'-—';r Group Policy Object ... Microsoft Cor...

SnapHn Vendor ~ | Console Root

Certificates - Current User

Edit Extensions...

Remave

Mowve Up

Maowve Down

Advanced...

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Operations > Create Custom Request.

Consolel - [Console Root\ Certificates - Current User\Personal]
File Action View Favortes Window Help
= @B = HE

Cancel

4. Expand the Certificates object. Right-click on the Personal folder and select All Tasks > Advanced

| Console Root Object Type
v :;}‘ Certificates - Current User B Cerificates
» [l Pe——- ! —
= Tn Find Certificates...
| En A Tasks > Find Certificates...
| Int
I Ac View ¥ Request New Certificate...
= Tn New Window from Here Impaort...
& Un
= Th Mew Taskpad View... Advanced Operations
J Tn Refresh
=1 Chi .
“Re Export List...
= S Help
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5. Click Next in the Certificate Enrollment wizard and select Proceed without enrollment policy.
Click Next.

[ Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment peolicy enables enrellment for certificates based on predefined certificate templates.
Certificate enrallment policy may already be configured for you.

Configured by you Add Mew
Custom Request

Proceed without enrollment policy
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6. Selectthe (Notemplate) CNG Key template and the CMC request format, and click Next.

- O
= Certificate Enrollment
Custom request
Chose an option from the list below and configure the certificate options as required.
Template: (No template) CNG key v

[] Suppress default extensions

Request format: () PKCS #10
® CMC

Mote: Key archival is not available for certificates based on a customn certificate request, even when this
option is specified in the certificate template,

The request format depends on the CA. If the wrong format is chosen, the CA will
K4 issue an error when the certificate signing request (CSR) is submitted. Check with
the CA to make sure you choose properly.

7. Expand to view the Details of the custom request, and click Properties.
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8. Onthe General tab, fill in the Friendly name and Description fields with the domain name registered
with the CA.

Certificate Propert

m

General Subject Extensions Private Key Signature
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| TestLabDomain.com |

Description:

| TestLabDomain.com |

OK Cancel Apply
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9. Onthe Subject tab, enter the parameters as required by the specific CA.

For example, the subject name Type and Value are different for each CA. One example is the following
required information:

« Common Name:

« Organization:

» Organizational Unit:
« City/Locality:

» State/Province:

« Country/Region:
Certificate Properties =

General Subject Extensions  Private Key  Signature

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=Test for Docs
_. .......... A dd} ............ . G:MJT
Country e e OU=MIT Lab
Value: L=Maple Grove
< Remove S=MM
C=lsA
Alternative name:
Type:
Directory name w
Value:
alue Add >
< Remove

QK Cancel Apply
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10. Some CAs don't require extensions. However, if required, go to the Extensions tab and expand the Key
usage menu. Add the required options from the list of Available options to the Selected options list.

Certificate Properties et
General Subject Extensions  private Key  Signature
The following are the certificate extensions for this certificate type. A

Key usage
The key usage extension describes the purpose of a certificate.

Digital signature

CRL signing
Data encipherment

Key certificate signin
Dol iy v ety o

Encipher only Add =

KE aEreem ent
[

< Remove

Make these key usages critical

Extended Key Usage (application policies)

Basic constraints

OK Cancel Apply
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11. Onthe Private Key tab, expand the Key options menu.

Set the key size to 2048 and select the option to make the private key exportable.

The key size variable is determined by the CA, therefore a higher size key may be
required. Other options, such as a specific Hash Algorithm (sha256), may also be
required. Adjust all of the options required before proceeding to the next step.

Certificate Properties
General Subject Extensions Private Key  Signature
Cryptographic Service Provider

Key options

Set the key length and export options for the private key.
Key size: | 2p48 i
Make private key exportable

[] Allow private key to be archived

[ ] 5trong private key protection

Select Hash Algorithm
Select Hash Algorithm to be used for this request

Hash Algorithm:| 3056

Select Signature Format

Cancel Apply

12. Unless the CA requires a signature, the next step is to click OK.
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13. When all of the certificate properties have been defined, click Next on the Certificate Enrollment wizard.

— O X

[ Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.

Custorn request jr.ﬂ STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key certificate signing
Key encipherment
Application policies:
Yalidity period (days):
Properties

Cancel

14. Select alocation to save the certificate request and a format. Browse to that location and specify a name
for the .reqfile. The default format is base 64, however some CAs require the binary format.
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15. Click Finish.

= Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or rernovable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
| ChUsers'\Administratort Desktopt C5RE.1.21 | f Browse.. {

File format:
(@) Base 64

(") Binary

Finicsh Cancel

A .reqfile is generated, which you must use to request a signed certificate.

Upload the .req file to receive a signed certificate in return

Every CA has a different process for uploading .req files in order to receive a signed
K4 certificate in return. Refer to the documentation of your CA for information on retrieving a
signed certificate.

When working with the Mobile Server it is recommended to use a third-party CA. In most third-party CA
situations, it is required to download a .ZIP file, and extract the contents to the computer that hosts the Mobile
Server.

There are several file types that could be included in the extracted .ZIP file contents.

.CER or .CRT files can be installed using a similar process. Right-click the file and choose Install Certificate from
the shortcut menu.

The following steps use a .CER file from an internal CA.
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Your CA will need the contents of the .req file. You will be asked to copy the entire text of the .req file, including
the begin and end lines, and paste the text into a field made available at a portal managed by the CA.
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1.

Browse to the location of the .req file and open it in Notepad, and paste the text into a field made

available at a portal managed by your CA.

| CSR6.1.21 - Notepad - O

File Edit Format Wiew Help

| ----- BEGIN MEW CERTIFICATE REQUEST-----
MITIGBAYIJKoZIhvcNAQcCoIlIFSTCCBFECAQMxDzANBglghkgBZOMEAZEFADCCBEDG
CCsGAQUFBwwCoITEPASCBDgwgs(8MG0wY g IBAgYKKWwYBBAGC NwokK ATFRMESCAQ AW
M IBATFFMEMGCSsGAQQBe jcVFDE2MDQCAQUMCE1QL TEEMDAWNDY 3DB1 JUCEwWT Aw
MDQ2N1xB7G1pbmlzdHIhdGIyDAANTUMURVhFMIIDxgCCABICAQEwggO7MIICowIB
ADBpMGeneCgYDVOQGEWNVUBExCzAIBgNVEAgMAK 1OMROWESYDVQQHDATNYXBs ZSEH
cm927 TEQMAAGATUECwwHTUpUT ExhY § EMMAGATUEC gwDTUpUMRYwWwFAYDVOQDDALU
ZXMNBIGIvciBEL2NzMITBI jANBekghk1G9wBBAQEFAADCAQBAMITBCsKCAQEATGL S
5z1YrUGOoddiWl /b3035rpcQQbyOUEBKINKjalydYrRPMIHjhKReThbcSnxddj6eR
Z1z58dV7tJ0qtds9GuaPYX/PrGfsUss /4AvEKEnD] / /Z188bEPobLvEYnlieNDuw
lkaJWWRx3mb1,/Yz8+1bw/rKFT3nkrXYOFYmZOR19W0J+I1inBBtziwiC8DHt+bxST
nSd7CArpx6uESaV1trVRFIYIDEE /PFUCU+3uDUzs9qCA7RPOyMjyuuEtpdRIEROR
qJJoOKeCdrKLUSKIFiDTIVbsBF3mignHCyzs7cEEs18zBATRYkk /kRI+PobcXNIp
Z2CEZsBVCMTWEEW1AQIDAQABoIIBCzACBgorBgEEAY I 3DQIDMOAWDDEWL jAUMT 3
MiMuMjA+BgkghkiGOwBBCOdxMTAVMALGATUdDWES fwlEAWICpDAdBgNVHOAEF QU
vruQxelUlykuSCem3anpul cbMEDAWCWY I KwYBBAGCHxUUMTYwNATBEQwL SVATMEEwW
MDABNj cMGU1QL TEEMDAWNDY 3XEFkbl1uaXNacmFab3IMBA1NGySFWEUWL oYK KWYE
BAGCNwBCAFFYMFYCAQAe T gBNAGKAYwWBYAGBACWBVAGY AdAASAFMAbWBmMAHOAdWER
AHIA7QAgAEsAZQBSACAALWBBAGEBACgBhAGCAZQASAFAACgBvAHY AaQBKAGUACMB
ADANBgkqghkiGOwBBAQs FAAOCAQEAqTKBSHCh2a1B020cKdFuhVObMNxg+G5wc VIt
7bXduVuzolxd9BFd+uVyAD3TmyXtineTIGVIWQbK ICcxRIeTKPBFnHGESeaYuplri
XAy SsER1xGSuOhs+IVa /SHNXiITYgYxMhlz 3nt2C0w+RNghp,/1glV2cl suiBly5ib
B88pod,/bYeiXV7AIDWFy7ecw,/7I28aB75aB80aRbwz(G]8He ITIVEj fyAt 7K LoufAqg
LkeSaltjokkJuGPdr+ykjfulmIFAhSbcOxzVKPCObiHOWS xDG1kgYHI X rub6506
BL7QgBXCc/tcecDiegbhYmpS@LIPpgEQDQiYjzg5h7 j3eY IFNYY jAAMAAxgeGLMIIE
hwIBAAAUruQxellykuS5Cem3anpul cbMEDAWDQY Y I TAWUDBAIBEQCgS jAXEgkqg
hkiG9wBBCOMxCgY IKwYBBOQUHDAIwL WY JKoZ ThvcNAQKEMSIEICK1SKpSMUjMa+vr
DULUXU+VE5r1F8bNdMBmDgYfmjCiMABGCSqGSIb3DQEBAQUABTIIBAE jqqedGSGE4
oZ(QjB8vblirAPBAD2uBepFm/ZIMIzs]5zRBz98m+R+1R2ZmCogWCBS5atyb1701Ih 1y
A3eqzDYxAu9p9drIft317sGAERE/11D3BFvKIZQHBsz8 INRwDp3gByHHZVCULUET
J50pYwIls35237YEedQLp35Xy87378zLLGLpeGKTKAteavl1 TitUIwVCKikLATuyF
uOYAXLagwI1WHWALsPF1+5ZcVNZMys gz sbuMEX v jBkFKyhMvA90isgFc LI 1AoMENn
7MbgBKbckbKkVpuvmWThkVTplW3hIS/1/J8X7c2unA25LxAC/P/LylhPt /Vk/ogf
B6jMaHC/zBO=

————— END MEW CERTIFICATE REQUEST-----

Windows (CRLE Ln 1, Col 1 100%
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2. When you receive the certificate from your CA, browse to the downloads folder (or wherever you choose
to store the folder on the computer), right-click the certificate and select Install Certificate.

¥ [ = | Downloads — O X
Home Share View v 0
<« v P ; » This PC » Downloads v Search Downloads o
I Desktop = MName Date medified Type Size

E] [0 ] certnew. E£10NH 233 PM Security Certificate
< Downloads __Open
J, Music Install Certificate
= Pictures |o  Edit with Notepad++
=] ¢
m Videos B
E . Open with...
s Local Disk (C:)
E’ Give access to 5
Metwork
- ot w £ Restore previous versions »
Titern  1item selected 1.11 KB Sendto S EE

53 | Install certificates for communication with the mobile server



Certificates guide | XProtect® VMS 2024 R1

3. Acceptthe security warning if it appears.

Select to install the certificate for the local machine and click Next.

=& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

D Current User
(®) Local Machine

To continue, dick Mext,

(Gt | [ Goncel
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4. Choose a storage location, and browse to the Personal certificate store, and click Next.

x
& &¢ Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate Select Certificate Store =
(®) Place all certificates in the following store :
Select the certificate store you want to use.
Certificate store:
| L LTHLEE Personal -
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
Trusted Publishers
| 1intrieted Cartifiratee ¥
< >
] show physical stores
[ Cancal

5. Finish the Install Certificate wizard.

Enable encryption on the Mobile Server
Once the certificate is installed on thecomputer that hosts the Mobile Server, do the following.
1. Ona computer with a Mobile Server installed, open the Server Configurator from:
« The Windows Start menu

or

« The Mobile Server Manager by right-clicking the Mobile Server Manager icon on the computer
task bar

2. Inthe Server Configurator, under Mobile streaming media certificate, turn on Encryption.

Click Select certificate to open a list with unique subject names of certificates that have a private key and
that are installed on the local computer in the Windows Certificate Store.

4. Select a certificate to encrypt the communication of XProtect Mobile client and XProtect Web Client with
the Mobile Server.

Select Details to view Windows Certificate Store information about the selected certificate.
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The Mobile Server service user has been given access to the private key. It is required that this certificate
be trusted on all clients.

Server Cenfigurater . m} x
Encryption .
Encryption

Registering servers It is recommended to secure communication with encryption. Learn mora

Language selection Server certificate
Applies to: management server, recarding server, failover server, data
collector

Encryption: On

- v Details

Mobile streaming media certificate
Applies to mobile and web clients that retrieve data streams from the mobile
server

Encryption: On

v Details

Apply

5. Click Apply.

A When you apply certificates, the Mobile Server service restarts.
For more information, you may want to see:
Powershell Process Video.

Whitepaper on certificates with the Mobile Server.

Milestone XProtect Knowledgebase Document that outlines the following process using GoDaddy CA.
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Install third-party or commercial CA certificates for
communication with the Management Server or
Recording Server

Management Servers and Recording Servers do not require trusted third-party or commercial CA certificates
for encryption, but you can choose to use these certificates if it is part of your security policy, and they will be
automatically trusted by client workstations and servers.

The process is identical to the Mobile Server certificate installation.

When you configure encryption for a server group, it must either be enabled with a
K4 certificate belonging to the same CA certificate or, if the encryption is disabled, then it
must be disabled on all computers in the server group.

Certificates issued by CA (Certificate Authority) have a chain of certificates and on the
root of that chain is the CA root certificate. When a device or browser sees this certificate,
it compares its root certificate with pre-installed ones on the OS (Android, iOS, Windows,
etc.). If the root certificate is listed in the pre-installed certificates list, then the OS ensures
the user that the connection to the server is secure enough. These certificates are issued
for a domain name and are not free of charge.

Add a CA certificate to the server

Add the CA certificate to the server by doing the following.

Specific parameters depend on the CA. Refer to the documentation of your CA before
- proceeding.
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1. Onthe computer that hosts the XProtect server, open the Microsoft Management Console.

= Run >

=7  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmd ~

[ Cancel | | Browse...

2. Inthe Microsoft Management Console, from the File menu select Add/Remove Snap-in....

E Consolel - [Console Root] — [m] x
ﬁ File Action View Favorites Window Help - 8 X
4 New Ctrl+N
= Open... Ctrl+0 Naivia Actions

Save s i g e Console Roat -

Gave fa ere are no items to show in this view. .

Mare Actions

Add/Remove Snap-in... Ctrl+M

Options...

Recent File

Exit
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3. Select the Certificates snap-in and click Add.

Click OK.

Add or Remove Snap-ins X

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor -‘\ | Console Root Edit Extensions...

Certificates - Current User

= ActiveX Control Microsoft Cor...
Auﬂ'lorization Manager Microsoft Cor...
E Certificate Templates ~ Microsoft Cor...
3l Certificates Microsoft Cor... Move Up
fﬂCerﬁﬁcaﬁon Authority  Microsoft Cor...

Remave

. Component Services Microsoft Cor... Add > o T
;_QiComputer Managem... Microsoft Cor...
.j}- Device Manager Microsoft Cor...
e Disk Management Microsoft and. ..
f;:'f] Enterprise PKI Microsoft Cor...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
ér Group Policy Object ... Microsoft Cor... - A
Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

4. Expand the Certificates object. Right-click on the Personal folder and select All Tasks > Advanced
Operations > Create Custom Request.

Consolel - [Console Root\ Certificates - Current User\Personal]
File Action View Favortes Window Help
= @B = HE

| Console Root Object Type
w .ﬂ Certificates - Current User B Cerificates
y [ Pe—— . —
= Tn Find Certificates...
BN Al Tasks > Find Certificates...
| Int
I Ac View ¥ Request New Certificate...
= Tn New Window from Here Impaort...
& Un
= Th Mew Taskpad View... Advanced Operations H Create Custom Request...
l 'Cl'rll Refety Enroll On Behalf Of...
= Cli .
= e Manage Enrellment Policies...
O Sn Help
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5. Click Next in the Certificate Enrollment wizard and select Proceed without enrollment policy.
Click Next.

Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment peolicy enables enrellment for certificates based on predefined certificate templates.
Certificate enrallment policy may already be configured for you.

Configured by you Add Mew
Custom Request

Proceed without enrollment policy
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6. Selectthe (Notemplate) CNG Key template and the CMC request format, and click Next.

- O X
= Certificate Enrollment
Custom request
Chose an option from the list below and configure the certificate options as required.
Template: (No template) CNG key v

[] Suppress default extensions

Request format: () PKCS #10
® CMC

Mote: Key archival is not available for certificates based on a customn certificate request, even when this
option is specified in the certificate template,

The request format depends on the CA. If the wrong format is chosen, the CA will
K4 issue an error when the certificate signing request (CSR) is submitted. Check with
the CA to make sure you choose properly.

7. Expand to view the Details of the custom request, and click Properties.
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8. Onthe General tab, fill in the Friendly name and Description fields with the domain name registered
with the CA.

Certificate Properties .

General Subject Extensions Private Key Signature
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| TestLabDomain.com |

Description:

| TestLabDomain.com |

OK . Cancel Apply
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9. Onthe Subject tab, enter the parameters as required by the specific CA.

For example, the subject name Type and Value are different for each CA. One example is the following
required information:

« Common Name:

« Organization:

» Organizational Unit:
« City/Locality:

» State/Province:

« Country/Region:
Certificate Properties =

General Subject Extensions  Private Key  Signature

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=Test for Docs
" d _. .......... A dd} ............ . G:MJT
Country e e OU=MIT Lab
Value: L=Maple Grove
< Remove S=MM
C=lsA
Alternative name:
Type:
Directory name w
Value:
alue Add >
< Remove

QK Cancel Apply
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10. Some CAs don't require extensions. However, if required, go to the Extensions tab and expand the Key
usage menu. Add the required options from the list of Available options to the Selected options list.

Certificate Properties et
General Subject Extensions  private Key  Signature
The following are the certificate extensions for this certificate type. A

Key usage
The key usage extension describes the purpose of a certificate.

Available options:
CRL signing
Data encipherment

Key certificate signin
Dol iy v ety o

Encipher only Add =

KE aEreem ent
[

Selected options:
Digital signature

< Remove

Make these key usages critical

Extended Key Usage (application policies)

Basic constraints

OK Cancel Apply

64 | Install third-party or commercial CA certificates for communication with the Management Server or Recording



Certificates guide | XProtect® VMS 2024 R1

11. Onthe Private Key tab, expand the Key options menu.

Set the key size to 2048 and select the option to make the private key exportable.

The key size variable is determined by the CA, therefore a higher size key may be
required. Other options, such as a specific Hash Algorithm (sha256), may also be
required. Adjust all of the options required before proceeding to the next step.

Certificate Properties
General Subject Extensions Private Key  Signature
Cryptographic Service Provider

Key options

Set the key length and export options for the private key.
Key size: | 2p48 i
Make private key exportable

[] Allow private key to be archived

[ ] 5trong private key protection

Select Hash Algorithm
Select Hash Algorithm to be used for this request

Hash Algorithm:| 3056

Select Signature Format

Cancel Apply

12. Unless the CA requires a signature, the next step is to click OK.
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13. When all of the certificate properties have been defined, click Next on the Certificate Enrollment wizard.

— O X

[ Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.

Custorn request jr.ﬂ STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key certificate signing
Key encipherment
Application policies:
Yalidity period (days):
Properties

Cancel

14. Select alocation to save the certificate request and a format. Browse to that location and specify a name
for the .reqfile. The default format is base 64, however some CAs require the binary format.
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15. Click Finish.

= Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or rernovable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
| ChUsers'\Administratort Desktopt C5RE.1.21 | f Browse.. {

File format:
(@) Base 64

(") Binary

Finicsh Cancel

A .reqfile is generated, which you must use to request a signed certificate.

Upload the .req file to receive a signed certificate in return

Every CA has a different process for uploading .req files in order to receive a signed
K4 certificate in return. Refer to the documentation of your CA for information on retrieving a
signed certificate.

In most third-party CA situations, it is required to download a .ZIP file, and extract the contents to the computer
that hosts the XProtect server.

There are several file types that could be included in the extracted .ZIP file contents.

.CER or .CRT files can be installed using a similar process. Right-click the file and choose Install Certificate from
the shortcut menu.

The following steps use a .CER file from an internal CA.

Your CA will need the contents of the .req file. You will be asked to copy the entire text of the .req file, including
the begin and end lines, and paste the text into a field made available at a portal managed by the CA.
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1. Browse to the location of the .req file and open it in Notepad, and paste the text into a field made
available at a portal managed by your CA.

| CSR6.1.21 - Notepad - O ¥

File Edit Format Wiew Help

| ----- BEGIN MEW CERTIFICATE REQUEST-----
MITIGBAYIJKoZIhvcNAQcCoIlIFSTCCBFECAQMxDzANBglghkgBZOMEAZEFADCCBEDG
CCsGAQUFBwwCoITEPASCBDgwgs(8MG0wY g IBAgYKKWwYBBAGC NwokK ATFRMESCAQ AW
M IBATFFMEMGCSsGAQQBe jcVFDE2MDQCAQUMCE1QL TEEMDAWNDY 3DB1 JUCEwWT Aw
MDQ2N1xB7G1pbmlzdHIhdGIyDAANTUMURVhFMIIDxgCCABICAQEwggO7MIICowIB
ADBpMGeneCgYDVOQGEWNVUBExCzAIBgNVEAgMAK 1OMROWESYDVQQHDATNYXBs ZSEH
cm927 TEQMAAGATUECwwHTUpUT ExhY § EMMAGATUEC gwDTUpUMRYwWwFAYDVOQDDALU
ZXMNBIGIvciBEL2NzMITBI jANBekghk1G9wBBAQEFAADCAQBAMITBCsKCAQEATGL S
5z1YrUGOoddiWl /b3035rpcQQbyOUEBKINKjalydYrRPMIHjhKReThbcSnxddj6eR
Z1z58dV7tJ0qtds9GuaPYX/PrGfsUss /4AvEKEnD] / /Z188bEPobLvEYnlieNDuw
lkaJWWRx3mb1,/Yz8+1bw/rKFT3nkrXYOFYmZOR19W0J+I1inBBtziwiC8DHt+bxST
nSd7CArpx6uESaV1trVRFIYIDEE /PFUCU+3uDUzs9qCA7RPOyMjyuuEtpdRIEROR
qJJoOKeCdrKLUSKIFiDTIVbsBF3mignHCyzs7cEEs18zBATRYkk /kRI+PobcXNIp
Z2CEZsBVCMTWEEW1AQIDAQABoIIBCzACBgorBgEEAY I 3DQIDMOAWDDEWL jAUMT 3
MiMuMjA+BgkghkiGOwBBCOdxMTAVMALGATUdDWES fwlEAWICpDAdBgNVHOAEF QU
vruQxelUlykuSCem3anpul cbMEDAWCWY I KwYBBAGCHxUUMTYwNATBEQwL SVATMEEwW
MDABNj cMGU1QL TEEMDAWNDY 3XEFkbl1uaXNacmFab3IMBA1NGySFWEUWL oYK KWYE
BAGCNwBCAFFYMFYCAQAe T gBNAGKAYwWBYAGBACWBVAGY AdAASAFMAbWBmMAHOAdWER
AHIA7QAgAEsAZQBSACAALWBBAGEBACgBhAGCAZQASAFAACgBvAHY AaQBKAGUACMB
ADANBgkqghkiGOwBBAQs FAAOCAQEAqTKBSHCh2a1B020cKdFuhVObMNxg+G5wc VIt
7bXduVuzolxd9BFd+uVyAD3TmyXtineTIGVIWQbK ICcxRIeTKPBFnHGESeaYuplri
XAy SsER1xGSuOhs+IVa /SHNXiITYgYxMhlz 3nt2C0w+RNghp,/1glV2cl suiBly5ib
B88pod,/bYeiXV7AIDWFy7ecw,/7I28aB75aB80aRbwz(G]8He ITIVEj fyAt 7K LoufAqg
LkeSaltjokkJuGPdr+ykjfulmIFAhSbcOxzVKPCObiHOWS xDG1kgYHI X rub6506
BL7QgBXCc/tcecDiegbhYmpS@LIPpgEQDQiYjzg5h7 j3eY IFNYY jAAMAAxgeGLMIIE
hwIBAAAUruQxellykuS5Cem3anpul cbMEDAWDQY Y I TAWUDBAIBEQCgS jAXEgkqg
hkiG9wBBCOMxCgY IKwYBBOQUHDAIwL WY JKoZ ThvcNAQKEMSIEICK1SKpSMUjMa+vr
DULUXU+VE5r1F8bNdMBmDgYfmjCiMABGCSqGSIb3DQEBAQUABTIIBAE jqqedGSGE4
oZ(QjB8vblirAPBAD2uBepFm/ZIMIzs]5zRBz98m+R+1R2ZmCogWCBS5atyb1701Ih 1y
A3eqzDYxAu9p9drIft317sGAERE/11D3BFvKIZQHBsz8 INRwDp3gByHHZVCULUET
J50pYwIls35237YEedQLp35Xy87378zLLGLpeGKTKAteavl1 TitUIwVCKikLATuyF
uOYAXLagwI1WHWALsPF1+5ZcVNZMys gz sbuMEX v jBkFKyhMvA90isgFc LI 1AoMENn
7MbgBKbckbKkVpuvmWThkVTplW3hIS/1/J8X7c2unA25LxAC/P/LylhPt /Vk/ogf
B6jMaHC/zBO=

————— END MEW CERTIFICATE REQUEST-----

Windows (CRLE Ln 1, Col 1 100%
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2. When you receive the certificate from your CA, browse to the downloads folder (or wherever you choose
to store the folder on the computer), right-click the certificate and select Install Certificate.

¥ = | Downloads — O X
Home Share View o 0
“~ v A ; » This PC » Downloads w Search Downloads 2
I Desktop = MName Date medified Type Size

bl ol certnew, S S P Security Certificate
< Downloads __Open
Jn, Music Install Certificate
= Pictures |o  Edit with Notepad++
i &
m Videos Ex < han
3 . Open with...
s Local Disk (C:)
Give access to 5
¥ Metwork . .
= o e Restore previous versions >

1 item 1 itern selected 1.11 KB

Send to . &
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3. Acceptthe security warning if it appears.

Select to install the certificate for the local machine and click Next.

=& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

D Current User
(®) Local Machine

To continue, dick Mext,

(Gt | [ Goncel
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4. Choose a storage location, and browse to the Personal certificate store, and click Next.

*

& &¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate Select Certificate Store =
(®) Place all certificates in the following store :

Select the certificate store you want to use.
Certificate store:

| B = -
| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

LT Himbrmted Certifirates

£ >

] show physical stores

[ Cancel

5. Finish the Install Certificate wizard.

Enable encryption to and from the Management Server

You can encrypt the two-way connection between the management server and the Data Collector affiliated when
you have a remote server of the following type:

« Recording Server
« EventServer

« LogServer

o LPRServer

« Mobile Server

If your system contains multiple recording servers or remote servers, you must enable encryption on all of them.

When you configure encryption for a server group, it must either be enabled with a
certificate belonging to the same CA certificate or, if the encryption is disabled, then it
must be disabled on all computers in the server group.

Prerequisites:
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« Aserver authentication certificate is trusted on the computer that hosts the management server
First, enable encryption on the management server.
Steps:
1. Ona computer with a management server installed, open the Server Configurator from:
« The Windows Start menu
or

« The Management Server Manager by right-clicking the Management Server Manager icon on the
computer task bar

2. Inthe Server Configurator, under Server certificate, turn on Encryption.

3. Click Select certificate to open a list with unique subject names of certificates that have a private key and
that are installed on the local computer in the Windows Certificate Store.

4. Select a certificate to encrypt communication between the recording server, management server,
failover server, and Data Collector server.
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Select Details to view Windows Certificate Store information about the selected certificate.

@ Milestone Server Configurator — O bt

Encryption

Encryption

Registering servers It is recommended to secure communication with encryption. Learn more

Language selection Server certificate
Applies to: management server, recording server, failover server, data

collector, api gateway, log server
Encryption: Off »

Select certificate... ¥

Streaming media certificate
Applies to clients and servers that retrieve data streams from the recording

server
Encryption: Off a»
Select certificate... ~

Mobile streaming media certificate
Applies to mobile and web clients that retrieve data streams from the mobile

server
Encryption: Off @ |
Select certificate... b4

Apply

5. Click Apply.

To complete the enabling of encryption, the next step is to update the encryption settings on each recording
server and each server that has a Data Collector (Event Server, Log Server, LPR Server, and Mobile Server).
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Install Active Directory Certificate Services

Active Directory Certificate Services (AD CS) is a Microsoft product that performs public key infrastructure (PKI)
functionality. It acts as a Server Role that enables you to construct public key infrastructure (PKI) and give open
key cryptography, computerized authentication, and advanced mark abilities for your association.

In this document, AD CS is used when installing certificates:

« Inadomain environment (see Install certificates in a domain for communication with the Management
Server or Recording Server on page 86)

« Ina Workgroup environment (see Install certificates in a Workgroup environment for communication with
the Management Server or Recording Server on page 107)

Toinstall AD CS:

1. Inthe Server Manager application, select Manage > Add Roles and Features.

[ Server Manager ol O x

Server Manager * Dashboard @1 F

Manage Tools View Help

Add Roles and Features

Remove Roles and Features

& Dashboard WELCOME TO SERVER MANAGER
- Add Servers

B Local Server

BE All Servers

Create Server Group

o Configure this local server Sab i s

#§ File and Storage Services [P
QUICK START

2. InBefore you begin, click Next.
3. InInstallation Type, select Role-based or feature-based installation, and click Next.

4. InServer Selection, select the local server as the destination for the installation, and click Next.

74 | Install Active Directory Certificate Services



Certificates guide | XProtect® VMS 2024 R1

5. InServer Roles, select the Active Directory Certificate Services role. Review the list of features to install
and click Add Features.

s Wizard = O X
DESTINATION SERVER
Select server roles p-0A000450
X
Select one or more roles to install on the selected server,
Roles Description
B RE s e T ars Active Directory Certificate Services
e £ : | {ADCS)is used tn create
Ad fie; Add Roles and Features Wizard > b and related
Ad you to issue
Ad . ) . s used ina
0 Add features that are required for Active Directory
pi Certificate Services?
D
Fd The following tocls are required to manage this feature, but do not
i [ml Fi hawve to be installed on the same server.
H ;
u 4 Remote Server Administration Tools
N 4 Role Administration Tools
N 4 Active Directory Certificate Services Tools
Pri [Tools] Certification Authorty Management Tools
Re
Re
W
W]
W
Include management tools (if applicable)
|Ad4:|. Features| | Cancel ‘

Click Next.
6. InFeatures, click Next. All of the required features are selected for installation.

7. InAD CS, read the description of the Active Directory Certificated Services, and click Next.
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8. InRole Services, select the following:
« Certification Authority
« Certification Enrollment Policy Web Service
« Certification Enrollment Web Service
« Certification Authority Web Enrollment
« Network Device Enrollment Service

As you select each of the role services, add the required features to support the installation of each

service.
&z Add Roles and Features Wizard = O =
. DESTIMATIOM SERVER
Select role services P-DADDO450

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server Selection Certification Autharity Metwork Device Enrollment Service
Certificate Enrollment Policy Web Service makes it possible to issue and

Certificate Enrollment Web Service manage certificates for routers and

Certification Autharity Web Enrollment other network devices that do not
Metwork Device Enrollment Service have network accounts.

1 Cnline Responder

web server Role (15
Role Services

Confirmiation

< Previous | | Next > Install Cancel

Click Next.

9. In Confirmation, select Restart the destination server automatically if required, and click Install.
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10. When the installation is done, click the Close button.

Select the Notification Flag in the Server Manager application.

Server Manager * Dashboard

3) | FA rers b

T Add Roles and Festures Wizard

_ WELCOME TO SERVER MANAGER . DESTINATION SERVER
Installation progress * hoonssr

i View installation progress
Confi

© Featureinstaliation

age Services b QUICK START
2 Add Configuration required. Installation succeeded on IP-0A000467.
3 Add Active Directory Certificate Services
= Additional steps are required to configure Active Directory Certificate Services on the
WHAT'S NEW destination server
4 Cre Configure Active Directory Certificate Services on the destination server

Certification Authority
5 Con Network Device Enrollment Service
Certificate Enrollment Policy Web Service
LEARN MORE Certificate Enrollment Web Service
Certification Authority Web Enrollment

Remote Server Administration Tools
ROLES AND SERVER GROUPS Role Administration Tools
Rolesi2 | Servergroups:1 | Servers total:

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

R ADCS 1
——————————————————————— Export configuration settings
(@ Manageability Manageability
Events < Previous Next » Cancel e
| = v = S e

11. A message to begin post deployment configuration is listed under the Notification Flag.

Click on the link to begin the configuration of the installed services.

. Post-deployment Configura... |

g Configuration required for Active Directory =
Certificate Services at |P-0A000467

| Configure Active Directory Certificate Services on th...

0 Feature installation
e

Configuration required. Installation succeeded on
IP-0ADO046T.

Add Roles and Features

Task Details
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12. The Active Directory Certificate Services configuration wizard starts.

In Credentials, select the user account required to run the installed services. As indicated in the text,
membership in the local administrator and enterprise admin groups is required. Enter the required
account information and click Next.

[ AD CS Configuration — O X

. DESTINATION SERVER
Credentials IP-0A000450

Specify credentials to configure role services

Role Services
To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* MNetwork Device Enrollment Service

Credentials: |IP-0A000450\Administrator

More about AD CS Server Roles
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13. InRole Services, select the following services:

« Certification Authority

« Certification Authority Web Enrollment

Click Next.

iz ADCS Coenfiguration

Role Services

Cradentials

Role Services

Setup Type

CA Type

Privats Kay
Cryptography
CA Name
Validity Peried

Certificate Database

Confirmation

O X

DESTINATION SERVER

Select Role Services to configure

Certification Authority

Certification Authority Web Enrollment
Online Responder

[] Netwerk Device Enrcliment Service

[ Certificate Enrollment Web Service

[ Certificate Enroliment Policy Web Service

Maore about AD CS Server Roles

< Previous | | Next > Configure
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14. InSetup Type, select the Standalone CA option and click Next.

[ AD CS Configuration . O st

DESTINATION SERVER

Setu p Type IP-0A000450

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CAType certificates.
Private Key
Enterprise CA
Cryptography

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

Walidity Pericd

(@) Standalone CA

Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

Certificate Databasze

More about Setup Type

< Previous | | Next > | | Configure Cancel
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15. In CAType, select the option to install a Root CA, and click Next.

fz AD CS Configuration . O *

DESTINATION SERVER

£A Ty pe IP-0A000450

Credentials Specify the type of the CA
Rale Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its

CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.

Cryptography ® Root CA

CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Period
Sy ) Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Databasze

Mare about CA Type

< Previous | | Next > Conf]gure“_;
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16. InPrivate Key, select the option to create a new private key, and click Next.
fz AD CS Configuration . O *

DESTINATION SERVER

Private Key IP-0A000450
Credentials Specify the type of the private key
Rale Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptograph
yprograpny ) Use existing private key

CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Walidity Paricd Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

: import a certificate and use its associated private key.

Confirmation

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Mare about Private Key

< Previous | | Next > | | Conﬁg_gi_] | Cancel

82 | Install Active Directory Certificate Services



Certificates guide | XProtect® VMS 2024 R1

17. In Cryptography, select RSA#Microsoft Software Key Storage Provider for the cryptographic provider
option with a Key length of 2048, and a hash algorithm of SHA256.

Click Next.
[z AD C5 Configuration . O X
DESTINATION SERVER
Cryptography for CA 1P-0A000450
Credentials Specify the cryptographic options
Role Services
setup Type Select a cryptographic providen: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider ¥ || 2048 ¥
i Koy Select the hash algorithm for signing certificates issued by this CA:
Cryptography SHAZSH |
CA Name SHAZE4
Walidity Pariod SHAS12
Certificate Database SHAT
D5 i

Confirmation

1 Allow administrator interaction when the private key is accessed by the CA,

Meore about Cryptography

< Previous | | Next > Configure
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18. In CA Name, enter the name for the CA and click Next.

By default the name is "localhost-CA" - assuming that the computer name of the local server is

"localhost."
[ AD CS Configuration - O bt
DESTINATION SERVER
CA Name IP-0A000450
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
e i certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAType be modified.
Private Key
e h Commeon name for this CA:
Cryptography
|IP-0AD00450-CA |
CA Name
Validity Paricd Distinguished name suffix:

Certificate Database | |

Confirmation : B
= Preview of distinguished name:

|CN=1P-0A000450-CA |

Maore about CA Mame

< Previous | | Mext » C:unﬂgure::

84 | Install Active Directory Certificate Services



Certificates guide | XProtect® VMS 2024 R1

19. InValidity Period, select the default validity period of 5 years, and click Next.
fz AD CS Configuration . O *

DESTINATION SERVER

Validity Period IP-0A000450
Credentials Specify the validity period
Raole Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 Years e
Private Key CA expiration Date: 4/27/2026 3:27:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
A MName certificates it will issue,

Validity Peried

Certificate Databasze

Confirmation

Mare about Validity Period

| < Previous || Next > | Configure

20. InCertificate Database, enter the locations of the database and log database.
The default database locations for the certificate store are: C: \Windows\system32\CertLog
Click Next.

21. In Confirmation, review the selected configuration options and click Configure to begin the process of
configuration.

22. When the configuration is done, click Close.
When prompted to configure any additional role services, click No.

23. Reboot the local server to ensure it is ready to serve as the Active Directory Certificate Server.
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Install certificates in a domain for communication with
the Management Server or Recording Server

When client and server endpoints are all operating within a domain environment there is no requirement to
distribute CA certificates to client workstations. Group Policy within the domain handles the automatic
distribution of all trusted CA certificates to all users and computers in the domain.

This is because, when you install an enterprise root CA, it uses Group Policy to propagate its certificate to the
Trusted Root Certification Authorities certificate store for all users and computers in the domain.

You must be a Domain Administrator or be an administrator with write access to Active Directory to install an
enterprise root CA.

Microsoft provides extensive documentation for Windows Server operating systems,
which includes templates for server certificates, installation of the CA, and certificate
deployment can be found in Microsoft's Server Certificate Deployment Overview.

Add a CA certificate to the server

Add the CA certificate to the server by doing the following.
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1. Onthe computer that hosts the XProtect server, open the Microsoft Management Console.

& Run >

= Typethe name of a prograr, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmd ~

[ Cancel | | Browse...

2. Inthe Microsoft Management Console, from the File menu select Add/Remove Snap-in....

E Consolel - [Console Root]
ﬁ File Action View Favorites Window Help

4 New Ctrl+N
= Open... Ctrl+0 = e
Save Ctrl+5 ] . . o
Save As... There are no items to show in this view, Roat
Mare Actions
Add/Remove Snap-in... Ctrl+M
Options...
Recent File
Exit
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3. Select the Certificates snap-in and click Add.

Add or Remove Snap-ins

¥ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor " [l console Root | Edit Extensions...
=" ActiveX Contral Microsoft Car... Sl ertificates (Local Computer) RIS
.nuﬂ'mrizatian Manager Microsoft Cor...
G Certificates Microsoft Cor..,
. Component Services  Microsoft Car... Move Up
;ku:nmputer Managem... Microsoft Cor...
.1. Device Manager Microsoft Car... R Ry
e Disk Management Microsoft and...
@ Event Viewer Micrasoft Cor...
[IFolder Microsoft Cor...
_%I' Group Policy Object ... Microsoft Cor...
iZ@Internet Informatio..,  Microsoft Cor. .,
.g IF Security Monitor Microsoft Cor..,
@, IP Security Policy M...  Microsoft Cor... ) Calierrm

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0K Cancel
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4. In Certificates snap-in, select Computer account.

Certificates snap-in X

This snap-in wil always manage certificates for:
i) My user account
i) Service account

(®) Computer account

< Back Mext = . Cancel
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5. InSelect Computer, select Local computer.

Select Finish, then OK.

Select Computer ey

Select the computer you want this snap-n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer: Browse...

[ ] Mlow the selected computer to be changed when launching from the command line. This
only applies i you save the console.

= =
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6. Expand the Certificates object. Right-click on the Personal folder and select All Tasks > Advanced
Operations > Create Custom Request.
a Consolel - [Censole Root\ Certificates (Local Computer)\Persenal] -

ﬁ File Action View Favorites Window Help

e fE B EEHE

"] Console Root Object Type Actions
v Ifi_}‘ Certificates (Local Computer) I Certificates _—

w~ | Personal

1 Cert Find Certificates... More Actions

> [ Trusted) — s Find Crriificates

> [ Enterpri

» [ Interme View » Request New Certificate...

B J Trusted New Window from Here Import...

> [ Untrust

> [ Third-P New Taskpad View... Advanced Operations > Create Custom Request... %

» [ Trusted ici

J : Refresh Manage Enrollment Policies...

» [ Client A

o [ Preview Export List...

> _.J. Test Rot Help

> [ AAD Tor———C.

> [l Remote Desktop

5 [ Certificate Enrollment Requests

> [ Smart Card Trusted Roots

s I sMs

> [ Trusted Root Certification Authorities
5 [ Trusted Devices

> [ Web Hosting

> [ Windows Live ID Token Issuer

> [ WindowsServerUpdateServices
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7. Click Next in the Certificate Enrollment wizard and select Proceed without enrollment policy.

If your Group Policy already contains a Certificate Enrollment Policy, you will want

to confirm the rest of this process with your Domain Administration team before
proceeding.

»

Click Next.

[ Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrellment for certificates based on predefined certificate templates.
Certificate enrollment pelicy may already be configured for you.

Configured by you Add Mew
Custom Request

Proceed without enrcllment policy
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8. Select the (No template) CNG Key template and the CMC request format, and click Next.

- O
5] Certificate Enrollment
Custom request
Chose an option from the list below and configure the certificate options as required.
Template: (No template) CNG key v

[] Suppress default extensions

Request format: () PKCS #10
® CMC

Mote: Key archival is not available for certificates based on a customn certificate request, even when this
option is specified in the certificate template,
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9. Expand to view the Details of the custom request, and click Properties.

[ Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.

Custorn request jr.ﬂ STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key certificate signing
Key encipherment

Application policies:
Yalidity period (days):
Properties

Cancel
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10. Onthe General tab, fill in the Friendly name and Description fields with the domain name, computer
name, or organization.

M N ,
Certificate Properties .

General Subject Extensions Private Key Signature
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| TestLabDomain.com |

Description:

| TestLabDomain.com |

OK Cancel Apply
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11. Onthe Subject tab, enter the required parameters for the subject name.

In the subject name Type, enter in Common Name the host name of the computer where the certificate
will be installed.

 General | Subject | Extensions | Private Key | Signature |
The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type:
|Cmm
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12. Onthe Extensions tab and expand the Extended Key Usage (application policies) menu. Add Server

Authentication from the list of available options.

General | Subject | Extensions | Private Key | Signature |

Key usage

]

Extended Key Usage (application policies)

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this template.

Available opti
[y
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13. Onthe Private Key tab, expand the Key options menu.

Set the key size to 2048 and select the option to make the private key exportable.

Click OK.

Certificate Properties

General Subject Extensions  Private Key  Signature

Cryptographic Service Provider

Key options
Set the key length and export options for the private key.

Keysize: | 3p4s w
Make private key exportable
[] Allow private key to be archived

[] Strong private key protection

Select Hash Algorithm
Select Hash Algorithm to be used for this request

Hash Algorithm:| (3056

Select Signature Format

Cancel Apply

14. When all of the certificate properties have been defined, click Next on the Certificate Enrollment wizard
15. Select a location to save the certificate request and a format. Browse to that location and specify a name

for the .req file. The default format is base 64.
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16. Click Finish.

[ Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or rernovable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
| ChUsers'\Administratort Desktopt C5RE.1.21 | f Browse.. {

File format:
(@) Base 64

(") Binary

Finicsh Cancel

A .reqfile is generated, which you must use to request a signed certificate.

Upload the .req file to receive a signed certificate in return

You must copy the entire text of the .req file, including the begin and end lines, and paste the text to the internal
Active Directory Certificate Services certificate authority in the network. See Install Active Directory Certificate

Services on page 74.

Unless your domain has only recently installed Active Directory Certificate Services, or it
has been installed just for this purpose, you will need to submit this request following a
separate procedure configured by your Domain Administration team. Please confirm this
process with them before proceeding.
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1. Browse to the location of the .req file and open it in Notepad.

| 107Test1 - Notepad - O X
File Edit Format Wiew Help

MITF2AY JKoZThveNAQcCol TRy TCCBcUCAQMxDzANBgl ghkgB7QOMEAgEFADCCBBAG
CCsGAQUFBwwCoITEEASCBAWWE g IMGYwWw/ATBASYKKwYBBAGC NwoKATFTMFECAQAW
My TBATFHMEUGCS sGAQQBe j cVFDEAMDY CAQUMDEN s dXN@ZX T xVEVNUAwa(Q8xVUIRF
UjFURU1QXEFkbWluaXNecmFBb3IMBB1NQySFWEUwge0YoIIDIATBATCCAABWEg]]
AgEAMBcxFTATBgNVBAMMDENsdXNBZXIxVEVNUDCCAS IwDQY JKoZ IhvcNAQEBBQAD
geEPADCCAQoCggEBAKVPB982yi05tenypalujsFBedjwlyRp+cSNBBxfE80cNBDyg
dVMVTSUSs9rTMEmUDzP+z LumOmCegCWIo5ReiT+dL jOvg+Z6AUWCIH+WVUsaVblc
ZktVBut805gi46dkQ4AMD71btX6mnjjUB294Xwf8yUVP1BeBdkfqjUVnn6EAYzHAS
zczK1lyUZmY5761Bwf6LIMujXbNDD5ZXzdhG3pggarldzHvgBRIJvrodll8rM6Es]
IN2d85Zmsdltj210ekFde3BsENvevkd/PHZk8b8Bwne058+yaitkyjDbwve0alVXES
bgl+ZyApEP1iKnTwM1IyPmsXyw7gx6CrTwdntqECAWEAAGCCAS SWHAYKKWYBBAGC
NweCAzEOF guxadMCAwl jEBMzkz L j IwRQY JKwYBBAGCNxUUMT gwhg IBBOwWMQ2x1c3R1
cjFURU1QDBpDTFVTVEVSMVRFTVBcQUWRtal5pc 3Ry YXRvcgwHTULIDLEKVYRTBgBgkg
hkiGo9wBBCQ4xUzBRMBMGA1Ud JIQOMMALGCCsGAQUFBWMBMBsGCSsGAQQBEj cVC g0
W C Y TKwYBBQUHAWEWHQYDVRBOBBYEFOBsTd6 /Hpi6c18h5HHg88hWc 91 1IMGYG
CisGAQQBgjcNAgIxWDBWAZEAHKAATQBpAGMACgBvAHMAbWEBmMAHQATIABTAGBAZgES

AHcAY(QByAGUATABLAGUAeQAgAFMAdABVAHTIAY(QBnAGUATABQAHIAbWB2AGKAZAB]
AHTDAQAWDOY JKoZ ThvcNAQEL BQADgg EBAFGoQL CtyivOXGBTOUAMS9VnUSBsQURN
DAPtDKNDGskV/dgbrqepYEKIQfWZeSndEDzxieJtES/1IS5hmVUmMS1TIVydzE8iyW
jUze/+WIiZifGFnkMKYwrzKgx/qlr
m3dWazix8dSVOQIRZ3LriyXg9iiF49
EX7yWIFyEAs f6uolpckXc2KPgBPEaHs Cut

TpdXCYYiuyw/+iHgyNca2fvIImBHpb N mursrr-rm

Undo

Copy
Paste

1zCCAYcCAQOAFOBsTdE fHpibclB8h5H
FuY JKoZThvcNAQkDMQoGCCsGAQUR By
0Y6dr8BzietMf5QumoRNzg8MRGSQIN: L
+q73T6NKKLzg7ROhm16X57tL4Td24 LAl
1WR7EktwnBLYuBQVPGYb+gwdSETBh Ik
r+5Z7i0E2HZpsBrS1d1+u89FBPi+l/ Right to left Reading order
nli7k+ce+EDoHhXkbSD+fHYFbUgaTyY Show Unicode contral characters
2PmPVEKUIGIEUMwfo8rbdxbStaPbycl
T8XTFWMOJICPMy k2

END NEW CERTIFICATE REQUE! Open IME

Reconwversion

Insert Unicode cantrol character

2. Copy the entire contents of the file. This includes the dashed lines marking the beginning and the end of
the Certificate Request.
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3. Open a web browser and enter the address of the Domain CA.

= O x
@ Microsoft Active Directory Certif X +

“« C A Notsecure | 10.04.103/certsrv/ v &

Microsoft Active Directory Certificate Services — IP-0A000467-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate,
you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and,
depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate, certificate chain, or CRL

4. Click the Request a certificate link.

5. Click the advanced certificate request link.

Microsoft Active Directory Certif X =+
ry

&« C A Not secure | 10.0.4.103/certsrv/certrqus.asp

Microsoft Active Directory Certificate Services — IP-0A000467-CA

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or submit an advanced certificate request

101 | Install certificates in a domain for communication with the Management Server or Recording Server



Certificates guide | XProtect® VMS 2024 R1

6. Paste the contents of the .req file into the form. If it is required to select a Certificate Template, select
Web Server from the Certificate Template list.

@ :@ http://192.168.50.108/ certsn, L~ @ Microsoft Active Directory ... f, 2L

Microsoft Active Directory Certificate Services — CLUSTER2TEMP-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

1WRTEktvnBLYuBQVEGYb+gwd8EfBh K9 0gvds fiu:
Base-B4-encoded |r+52Z7i0E2HZpsBr51d1l+uf 8F0Pi+W/ a8 /¥VIBhALA
cerificate request [nIi7k+ce+EDcHhXkbSD+ FHYFhUgaT¥YUfgU4uSPye:

(CMC or ZPmPVEUIGIEIMwEoBrb4xb9taPevclZwi e LrNWw3l
PKCS #10 or TEXTFWMOJCEMyKWZ (V]
PKCS #7).  |-——-- END NEW CERTIFICATE BREQUEST---———

< >

Additional Attributes:

Attributes:

7. Click Submit.
The site shows a message that the certificate will be issued in a few days.

Your Domain Administration team will likely distribute and install the certificate for you. However, if the
certificate is delivered to you, you can install it manually.

Install the certificate manually

If the certificate is delivered to you, you can install it manually.
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1. Locate the certificate file on the computer that hosts the Management Server or Recording Server .
2. Right-click the certificate and select Install Certificate.
3. Acceptthe security warning if it appears.

Select to install the certificate for the current user and click Next.

=& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

D Current User

To continue, dick Mext,

(Ot | [ Goncel
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4. Choose a storage location, and browse to the Personal certificate store, and click Next.

*

€ £ Cerificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate Select Certificate Store =

(®) Place all certificates in the following store :
Select the certificate store you want to use.
Certificate store:

| Browse...

: | Trusted Root Certification Authorities
| Enterprise Trust

] Intermediate Certification Authorities
{1 Trusted Publishers

il T 1imtristed Certifirates
£ >

] show physical stores

| Cancel |

5. Finish the Install Certificate wizard.
6. Go to the Microsoft Management Console (MMC) certificates snap-in.

7. Inthe console, browse to the personal store where the certificate is installed. Right-click on the certificate
and select All Tasks > Manage Private Keys.

ﬁ Consolel - [Console Root\ Certificates (Local Computer)\Personal\Certificates]

File  Action View Favorites Window Help

s HEl 4B XE 2 HEE

[ Console Root Issued To 3 Issued By Expiration
¥ I coiticats~ [l Campldey CLUSTERZTEMP-CA 10/26/202
w | | Personal Open
| Certificates
5 || Trusted Root Certification Authoritie All Tasks b Open
[ Enterprise Trust = :
e Cut R =t Certificate with New Key...
5 || Intermediate Certification Authoritie 2 LS EEEY
[ Trusted Publishers Copy Renew Certificate with Mew Key...
5 || Untrusted Certificates Delete Manage Private Keys
w || Third-Party Root Certification Autho .
B Certificates Properties Advanced Operations ¥
[ Trusted People Help Export...
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8. Verify that the account that is running the Milestone XProtect Management Server, Recording Server, or
Mobile Server software is in the list of users with permission to use the certificate.

Make sure that the user has both Full Control and Read permissions enabled.

By default, XProtect software uses the NETWORK SERVICE account. In a domain
environment, service accounts are commonly used to install and run XProtect

K4 services. You will need to discuss this with your Domain Administration team, and
have the proper permissions added to the service accounts if it hasn't been
configured properly already. Confirm this before proceeding.

Enable server encryption for Management Servers and Recording Servers
Once the certificate is installed with the correct properties and permissions, do the following.

1. Ona computer with a Management Server or Recording Server installed, open the Server Configurator
from:

« The Windows Start menu
or
« The server manager, by right-clicking the server manager icon on the computer task bar
2. Inthe Server Configurator, under Server certificate, turn on Encryption.

3. Click Select certificate to open a list with unique subject names of certificates that have a private key and
that are installed on the local computer in the Windows Certificate Store.

4. Select a certificate to encrypt communication between the recording server, management server,
failover server, and data collector server.

Select Details to view Windows Certificate Store information about the selected certificate.

The Recording Server service user has been given access to the private key. It is required that this
certificate is trusted on all clients.
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Server Configurator = o x

Encryption

Encryption

It is recommended to secure communication with encryption. Learn more

Registering servers

Language selection Server certificate
Applies to: management server, recording server, failover server, data
collector

Encryption: On [ O]

~ Details

Streaming media certificate
Applies to clients and servers that retrieve data streams from the recording
server

Encryption: On

v Details

5. Click Apply.

When you apply certificates, the recording server will be stopped and restarted. Stopping
the Recording Server service means that you cannot record and view live video while you
are verifying or changing the recording server's basic configuration.
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Install certificates in a Workgroup environment for
communication with the Management Server or
Recording Server

When operating in a Workgroup environment, it is assumed that there is no certificate authority infrastructure.
To distribute certificates, it is required to create a certificate authority infrastructure. There is also a
requirement to distribute the certificate keys to client workstations. Except for these requirements, the process
of requesting and installing a certificate on a server is similar to both the domain and commercial CA scenarios.

Add a CA certificate to the server

Add the CA certificate to the server by doing the following.
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1. Onthe computer that hosts the XProtect server, open the Microsoft Management Console.

& Run >

= Typethe name of a prograr, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmd ~

[ Cancel | | Browse...

2. Inthe Microsoft Management Console, from the File menu select Add/Remove Snap-in....

E Consolel - [Console Root]
ﬁ File Action View Favorites Window Help

4 New Ctrl+N
= Open... Ctrl+0 = e
Save Ctrl+5 ] . . o
Save As... There are no items to show in this view, Roat
Mare Actions
Add/Remove Snap-in... Ctrl+M
Options...
Recent File
Exit
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3. Selectthe Certificates snap-in and click Add.

Click OK.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:
vendor [ console Root
Microsoft Cor... (¥ Certificates (Local Computer)
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
. Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
. Microsoft Cor...
Internet Informatio... Microsoft Cor...
Internet Informatio... Microsoft Cor...
IP Security Monitor Microsoft Cor...

Advanced...

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

4. Expand the Certificates object. Right-click on the Personal folder and select All Tasks > Advanced
Operations > Create Custom Request.

ﬁ Consolel - [Console Rooth\Certificates - Current User\Personal]
File  Action View Favorites Window Help

es amoleE BE
[ Console Root

v Iﬁl Certificates - Current User

e
] Tl Find Certificates...

Inf
E Ad View > Request New Certificate...

>

>

>

>

> @ Tn New Window from Here Impaort...
> & U
>
>
b
>
>

Object Type
[ Certificates

& Th Mew Taskpad View... _ I Create Custom Request...

E Tn Refresh Enroll On Behalf Of...

B chi -
Bce Export List... Manage Enrollment Policies...

= 5ne Help
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5. Click Next in the Certificate Enrollment wizard and select Proceed without enrollment policy.
Click Next.

Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment peolicy enables enrellment for certificates based on predefined certificate templates.
Certificate enrallment policy may already be configured for you.

Configured by you Add Mew
Custom Request

Proceed without enrollment policy
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6. Selectthe (Notemplate) CNG Key template and the CMC request format, and click Next.

- O
5] Certificate Enrollment
Custom request
Chose an option from the list below and configure the certificate options as required.
Template: (No template) CNG key v

[] Suppress default extensions

Request format: () PKCS #10
® CMC

Mote: Key archival is not available for certificates based on a customn certificate request, even when this
option is specified in the certificate template,
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7. Expand to view the Details of the custom request, and click Properties.

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

| Custom request i) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:

Key usage:
Application policies:
Validity period (days):
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8. Onthe General tab, fill in the Friendly name and Description fields with the domain name, computer
name, or organization.

M N ,
Certificate Properties .

General Subject Extensions Private Key Signature
A friendly name and description will make it easier to identify and use a certificate,

Friendly name:

| TestLabDomain.com |

Description:

| TestLabDomain.com |

OK Cancel Apply
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9. Onthe Subject tab, enter the required parameters for the subject name.

In the subject name Type, enter in Common Name the host name of the computer where the certificate
will be installed.

 General | Subject | Extensions | Private Key | Signature |
The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type
|Cmm
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10. Onthe Extensions tab and expand the Extended Key Usage (application policies) menu. Add Server

Authentication from the list of available options.

General | Subject | Extensions | Private Key | Signature |

Key usage

]

Extended Key Usage (application policies)

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this template.

Available opti
[y
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11. Onthe Private Key tab, expand the Key options menu.

Set the key size to 2048 and select the option to make the private key exportable.

Click OK.

Certificate Properties

General Subject Extensions  Private Key  Signature

Cryptographic Service Provider

Key options
Set the key length and export options for the private key.

Keysize: | 3p4s w
Make private key exportable
[] Allow private key to be archived

[] Strong private key protection

Select Hash Algorithm
Select Hash Algorithm to be used for this request

Hash Algorithm:| (3056

Select Signature Format

Cancel Apply

12. When all of the certificate properties have been defined, click Next on the Certificate Enrollment wizard
13. Selectalocation to save the certificate request and a format. Browse to that location and specify a name

for the .req file. The default format is base 64.
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14. Click Finish.

[ Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or rernovable media. Enter the location and name of your certificate request, and then
click Finish,

File Mame:
| ChUsers'\Administratort Desktopt C5RE.1.21 | f Browse.. {

File format:
(@) Base 64

(") Binary

Finicsh Cancel

A .reqfile is generated, which you must use to request a signed certificate.

Upload the .req file to receive a signed certificate in return

You must copy the entire text of the .req file, including the begin and end lines, and paste the text to the internal
Active Directory Certificate Services certificate authority in the network. See Install Active Directory Certificate

Services on page 74.

Unless your domain has only recently installed Active Directory Certificate Services, or it
has been installed just for this purpose, you will need to submit this request following a
separate procedure configured by your Domain Administration team. Please confirm this
process with them before proceeding.
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1. Browse to the location of the .req file and open it in Notepad.

| 107Test1 - Notepad - O X
File Edit Format Wiew Help

MITF2AY JKoZThveNAQcCol TRy TCCBcUCAQMxDzANBgl ghkgB7QOMEAgEFADCCBBAG
CCsGAQUFBwwCoITEEASCBAWWE g IMGYwWw/ATBASYKKwYBBAGC NwoKATFTMFECAQAW
My TBATFHMEUGCS sGAQQBe j cVFDEAMDY CAQUMDEN s dXN@ZX T xVEVNUAwa(Q8xVUIRF
UjFURU1QXEFkbWluaXNecmFBb3IMBB1NQySFWEUwge0YoIIDIATBATCCAABWEg]]
AgEAMBcxFTATBgNVBAMMDENsdXNBZXIxVEVNUDCCAS IwDQY JKoZ IhvcNAQEBBQAD
geEPADCCAQoCggEBAKVPB982yi05tenypalujsFBedjwlyRp+cSNBBxfE80cNBDyg
dVMVTSUSs9rTMEmUDzP+z LumOmCegCWIo5ReiT+dL jOvg+Z6AUWCIH+WVUsaVblc
ZktVBut805gi46dkQ4AMD71btX6mnjjUB294Xwf8yUVP1BeBdkfqjUVnn6EAYzHAS
zczK1lyUZmY5761Bwf6LIMujXbNDD5ZXzdhG3pggarldzHvgBRIJvrodll8rM6Es]
IN2d85Zmsdltj210ekFde3BsENvevkd/PHZk8b8Bwne058+yaitkyjDbwve0alVXES
bgl+ZyApEP1iKnTwM1IyPmsXyw7gx6CrTwdntqECAWEAAGCCAS SWHAYKKWYBBAGC
NweCAzEOF guxadMCAwl jEBMzkz L j IwRQY JKwYBBAGCNxUUMT gwhg IBBOwWMQ2x1c3R1
cjFURU1QDBpDTFVTVEVSMVRFTVBcQUWRtal5pc 3Ry YXRvcgwHTULIDLEKVYRTBgBgkg
hkiGo9wBBCQ4xUzBRMBMGA1Ud JIQOMMALGCCsGAQUFBWMBMBsGCSsGAQQBEj cVC g0
W C Y TKwYBBQUHAWEWHQYDVRBOBBYEFOBsTd6 /Hpi6c18h5HHg88hWc 91 1IMGYG
CisGAQQBgjcNAgIxWDBWAZEAHKAATQBpAGMACgBvAHMAbWEBmMAHQATIABTAGBAZgES

AHcAY(QByAGUATABLAGUAeQAgAFMAdABVAHTIAY(QBnAGUATABQAHIAbWB2AGKAZAB]
AHTDAQAWDOY JKoZ ThvcNAQEL BQADgg EBAFGoQL CtyivOXGBTOUAMS9VnUSBsQURN
DAPtDKNDGskV/dgbrqepYEKIQfWZeSndEDzxieJtES/1IS5hmVUmMS1TIVydzE8iyW
jUze/+WIiZifGFnkMKYwrzKgx/qlr
m3dWazix8dSVOQIRZ3LriyXg9iiF49
EX7yWIFyEAs f6uolpckXc2KPgBPEaHs Cut

TpdXCYYiuyw/+iHgyNca2fvIImBHpb N mursrr-rm

Undo

Copy
Paste

1zCCAYcCAQOAFOBsTdE fHpibclB8h5H
FuY JKoZThvcNAQkDMQoGCCsGAQUR By
0Y6dr8BzietMf5QumoRNzg8MRGSQIN: L
+q73T6NKKLzg7ROhm16X57tL4Td24 LAl
1WR7EktwnBLYuBQVPGYb+gwdSETBh Ik
r+5Z7i0E2HZpsBrS1d1+u89FBPi+l/ Right to left Reading order
nli7k+ce+EDoHhXkbSD+fHYFbUgaTyY Show Unicode contral characters
2PmPVEKUIGIEUMwfo8rbdxbStaPbycl
T8XTFWMOJICPMy k2

END NEW CERTIFICATE REQUE! Open IME

Reconwversion

Insert Unicode cantrol character

2. Copy the entire contents of the file. This includes the dashed lines marking the beginning and the end of
the Certificate Request.
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3. Open a web browser and enter the address of the internal CA, which should be located at: [
ip.ad.dr.ess/certsrv].

Where, ip.ad.dr.ess is the IP address or DNS name of the internal network AD CS host server.

@ Microsoft Active Directory Certit X + o & .
<~ C A Notsecure | 10.04.103/certsrv/ b * G-
Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate,
you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and,
depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate,_certificate chain, or CRL

4. Click the Request a certificate link.

5. Click the advanced certificate request link.

Microsoft Active Directory Certif X =+
ry

&« C A Not secure | 10.0.4.103/certsrv/certrqus.asp

Microsoft Active Directory Cerificate Services — IP-0A000467-CA

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or submit an advanced certificate request
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6. Choose to Submit a certificate request by using a base-64-encoded CMC file.

e e @ http://192.168.50.108/certsn. O ~ C @ Microsoft Active Directory .. {nr 77 o

Microsoft Active Directory Certificate Services — CLUSTER2TEMP-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMG or PKCS #10 file. or submit a renewal request by
using a base-64-encoded PKCS #7 file.

7. Paste the contents of the .req file into the form. If it is required to select a Certificate Template, select
Web Server from the Certificate Template list.

e & nitp://192.168.50.108/certsn, O ~ ¢ & Microsoft Active Directory ... % Mt 27

Microsoft Active Directory Certificate Services — CLUSTER2TEMP-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

1WRTEktvnBLYuBQVEGYb+gwdAEfEhOE I DgvdS fHu:
Base-64-encoded |r+527i0E2HZpsBr51d1l+uBaF0Pi+W/ a8/ ¥VIBhALMA
cerfificate request [nIi7k+ce+EDoHhXkbSD+fHYFEUgaTYUfgU4usPoé:

(CMC or 2PmPFVEUIGIEMMwEoSrb4xbtaPévelZwi e LrNWw3l
PKCS #10 or TEXTFWMOJICEMykW2 v
PKCS#7): |[-———- END NEW CERTIFICATE REQUEST--———

£ >

Additional Attributes:

Attributes:
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8. Click Submit.
The site shows a message that the certificate will be issued in a few days.
« Internal CA servers can be used to manually issue certificates

« Make a note of the date and time when the certificate request was submitted

= O >
@ Microsoft Active Directory Certif X + Q
- C A Notsecure | 10.0.4.103/certsrv/certfnsh.asp % (& ( Update )

Microsoft Active Directory Certificate Services — IP-0A000467-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator
to issue the cerificate you requested.

Your Request Id is 6.

Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

Issue certificates manually

You canissue certificates manually from the computer that hosts the Active Directory Certificate Services (AD CS).

1. Open the Microsoft Management Console (MMC).
2. Navigate to the Certificate Authority snap-in.

3. Expand the Certificate Authority object.

In the Pending Requests folder, right-click on the matching Request ID, and from the All Tasks list, select
Issue.

ﬁ Consolel - [Console Root\ Certification Authority (Local)\IP-04000467- CANPending Requests]
ﬁ File Action View Favortes Window Help

ol AN ] cs (HENEY
| Console Root

v fg_l Certification Authority (Local)
v g IP-0ADDD4GT-CA

Request D Binary Request Request Status Code ||_Action5

All Tasks ¥ View Attributes/Extensions...

_| Revoked Certificates et Export Binary Data...
| Issued Certificates i

_ Pending Requests Help

| Failed Requests Deny

3 Eﬁl Certificates - Current User
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4. Open a browser and go to the Internal CA IIS site located at [ ip.ad.dr.ess/certsrv .

Click the View the status of a pending certificate request link.

@ Microsoft Active Directory Certif X + Q

- G A Notsecure | 10.0.4.103/certsrv/ = &

Microsoft Active Directory Certificate Services — IP-0A000467-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
pragram. By using a certificate, you can verify your identity to people you communicate
with over the Web, sign and encrypt messages, and, depending upon the type of
certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,

certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory
Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate,_certificate chain,_or CRL

5. If the certificate has been issued, a link will be available on the resulting page that contains the date of
the certificate request.

@ Microsoft Active Directary Certif X + [ ]

< C A MNotsecure | 10.0.4.103/certsrv/certckpn.asp o -

Microsoft Active Directory Certificate Services — IP-0A000467-CA

View the Status of a Pending Certificate Request

Select the cerificate request you want to view:
Saved-Request Certificate (6/1/2021 1.36:18 PM)
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6. Select DER encoded, and download the certificate chain.

e @ http://192.168.50.108/certsn. O ~ € & Microsoft Active Directory ... % {35

Microsoft Active Directory Certificate Services — CLUSTER2TEMP-CA

Certificate Issued

The certificate you requested was issued to you.

The certnew.p7b download has completed. Open V Open folder View downloads x

7. Browse to the downloads folder, right-click the certificate, and select Install Certificate from the shortcut
menu.

‘ | = | Downloads

Home Share Wiew

“ v 4 ¥ » ThisPC » Downloads
Mame Date modified Type
3 Quick access
5l certnem 1R 227 P PKCS #7 Certificates
[ Cesktoy 4
R Open
¥ Downloads  # Install Certificate
Documents » £ Scan with Windows Defender...
[&] Pictures g Open with...
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8. Accept the security warning if it appears.

Select to install the certificate for the current user and click Next.

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User
() Local Machine

To continue, dick Mext,

Cancel
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9. Choose a store location. Select Place all certificates in the following store, and click the Browse button
to open the Select Certificate Store window.

Navigate to the Personal certificate store and click OK.

Click Next.

€ ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate Select Certificate Store *

(®) Place all certificates in the following store :
Select the certificate store you want to use.

Certificate store:

Browse... —=
| S P ersonal A

{71 Trusted Root Certification Authorities
Enterprise Trust

Intermediate Certification Authorities
1 | Trusted Publishers

1 1intrieted Cartifirates
£ >

[ 5how physical stores

[oc ] conce

10. Finish the Certificate Import Wizard.

11. Go to the Microsoft Management Console (MMC) certificates snap-in.
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12. Inthe console, browse to the personal store where the certificate is installed. Right-click on the certificate
and select All Tasks > Manage Private Keys.

ﬁ Consolel - [Console Reot\ Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help

e n5E 4E|XE | HE

"] Console Root lssued To Issued By Expiration
il Cemtiates (L Cariplin : CLUSTERZTEMP-CA 10/26/202
s || Personal
| Certificates
5 ] Trusted Root Certification Authoritie All Tasks > Open
[ Enterprise Trust . .
> Cut R st Certificate with MNew Key...
5 | Intermediate Certification Authoritie > 2ibs e. I 5 e1.f\r| St
[ Trusted Publishers Copy Renew Certificate with New Key...
> ‘J Untrusted Certificates Delete Manage Private Keys...
~ | Third-Party Root Certification Autho .
= 7 Properties Advanced Operations »
|| Certificates
] Trusted People Help Export...
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13. Add the account that is running the Milestone XProtect Management Server, Recording Server, or Mobile
Server software to the list of users with permission to use the certificate.

Make sure that the user has both Full Control and Read permissions enabled.
By default, XProtect software uses the NETWORK SERVICE account.

Permissions for 107Test1 private keys >

Security

Group or user names:

H& CREATOR OWNER
FNETWORK SERVICE

S2 SYSTEM
52 Administrators {CLUSTER1 TEMP Administrators)

Add... Bemove
Pemissions for NETWORK
SERVICE Allow Deny
Full control ]
Read ]
Special pemissions
For special pemmissions or advanced settings, Advanced

click Advanced.

Concal | | 0wl

Enable server encryption for Management Servers and Recording Servers
Once the certificate is installed with the correct properties and permissions, do the following.

1. Ona computer with a Management Server or Recording Server installed, open the Server Configurator
from:

« The Windows Start menu
or
« The server manager, by right-clicking the server manager icon on the computer task bar

2. Inthe Server Configurator, under Server certificate, turn on Encryption.
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3. Click Select certificate to open a list with unique subject names of certificates that have a private key and
that are installed on the local computer in the Windows Certificate Store.

4. Select a certificate to encrypt communication between the recording server, management server,
failover server, and data collector server.

Select Details to view Windows Certificate Store information about the selected certificate.

The Recording Server service user has been given access to the private key. It is required that this
certificate is trusted on all clients.

Server Configurator - O X

Encryption

Encryption

It is recommended to secure communication with encryption. Learn more

Regjistering servers

Language selection Server certificate
Applies to: management server, recording server, failover server, data
collector

Encryption: On [ Q)
~ Details
Streaming media certificate
Applies to clients and servers that retrieve data streams from the recording
server
Encryption: On
v Details

5. Click Apply.

When you apply certificates, the recording server will be stopped and restarted. Stopping
the Recording Server service means that you cannot record and view live video while you
are verifying or changing the recording server's basic configuration.
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Install certificates for communication with the Event
Server

You can encrypt the two-way connection between the Event Server and the components that communicate with
the Event Server, including the LPR Server. When you enable encryption on the Event Server, it applies to
connections from all the components that connect to the Event Server. Before you enable encryption, you must
install security certificates on the Event Server and all connecting components.

When the Event Server communication is encrypted, this applies to all communication
with that Event Server. That is, only one mode is supported at a time, either http or https,
but not at the same time.

Encryption applies to every service hosted in the Event Server, including Transact, Maps, GisMap, and
Intercommunication.

Before you enable encryption in the Event Server, all clients (Smart Client and
Management Client) and the XProtect LPR plug-in must be updated to at least version
- 2022 R1.

HTTPS is only supported if every component is updated to at least version 2022 R1.

Creation of the certificates is the same as described in these sections, depending on the certificate environment:

« Install third-party or commercial CA certificates for communication with the Management Server or
Recording Server on page 57

« Install certificates in a domain for communication with the Management Server or Recording Server on
page 86

« Install certificates in a Workgroup environment for communication with the Management Server or
Recording Server on page 107

Enable XProtect Event Server encryption

After the certificate is installed, you can enable it to be used with all communication with the Event Server.

After all clients are updated to at least version 2022 R1, you can enable encryption on the
- Event Server.

You can encrypt the two-way connection between the event server and the components that communicate with
the event server, including the LPR Server.
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When you configure encryption for a server group, it must either be enabled with a
certificate belonging to the same CA certificate or, if the encryption is disabled, then it
must be disabled on all computers in the server group.

Prerequisites:
« Aserver authentication certificate is trusted on the computer that hosts the event server
First, enable encryption on the event server.
Steps:
1. Ona computer with an event server installed, open the Server Configurator from:
« The Windows Start menu
or
« The Event Server by right-clicking the Event Server icon on the computer task bar
2. Inthe Server Configurator, under Event server and add-ons, turn on Encryption.

3. Click Select certificate to open a list with unique subject names of certificates that have a private key and
that are installed on the local computer in the Windows Certificate Store.

4. Select a certificate to encrypt communication between the event server and related add-ons.
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Select Details to view Windows Certificate Store information about the selected certificate.
Server Configurator

Encryption I Q Encryption configuration successful =

Registering servers

Encryption
La . It is recommended to secure communication with encryption. Learn more
nguage selection

Streaming media certificate
Applies to clients and servers that retrieve data streams from the recording

server
Encryption: Off »
Select certificate... w

o certificate selected

Event server and add-ons
Applies to: event server, LPR server

Encryption: On

w Details

Apply

Certificate issued by | Expires 1/8/2022

5. Click Apply.

To complete the enabling of encryption, the next step is to update the encryption settings on each related

extension LPR Server.
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Import client certificates

This section describes how to import client certificates onto a client workstation or device.

1. After you import a CA certificate to the Management Server or Recording Server, you can access it from

any workstation or server in the network by going to the following address:

« http://localhost/certsrv/

However, the address of the server that holds the certificate (private key) will take the place of
"localhost." For example:

= O X
@ Microsoft Active Directory Certif X s Q

&« (6 A Not secure | 10.0.4.103/certsrv/

Microsoft Active Directory Cerlificate Services — IP-0A000467-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
meassages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Deocumentation.

Select a task:
Request a cerificate
View the status of a pending_certificate request
Download a CA certificate, certificate chain,_or CRL

This web-server is hosted on the Active Directory Certificate Services (AD CS) host server that holds the
CA certificate.

2. Click Download a CA certificate, certificate chain, or CRL.
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3. Inthe CA certificate field, select the CA certificate to be used with the XProtect system, and click
Download CA certificate chain.

= O >
@ Microsoft Active Directory Certif X -+ o

- C A Notsecure | 10.0.4.103/certsrv/certcarc.asp i

Microsoft Active Directory Cenrtificate Services — IP-0A000467-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [IP-0A000467-CA] -

Encoding method:

® DER

) Base 64
Install CA certificate
Download CA certificate

Download CA certificate chain
Download latest base CRL

4. Select DER encoded, and download the certificate chain.
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5. Browse to the downloads folder, right-click the certificate, and select Install Certificate from the shortcut

menu.
¥ | [] = | Downloads — O >
Home Share View 9
e v ; » ThisPC » Downloads w| Search Downloads 0
I Desktop o] Mame Date modified Type Size
lzz| Documents 5] certnew.n7h 5/11/2021 1:31 PM PKCS #7 Certificates
* Downloads Open [
Jﬂ Music Install Certificate
&= Pictures [ Edit with Notepad++
B videos [ Share
. Local Disk (C3) Open with...
i Network Give access to >
L s Restore previous versions
Titern 1 itemn selected 832 bytes
vt Send to b
Cut
Copy

Create shortcut
Delete

Rename

Properties
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6. This launches the Certificate Import Wizard.

Click Next.

=8 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext,

Cancel
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7. Choose a store location. Select Place all certificates in the following store, and click the Browse button
to open the Select Certificate Store window.

& ¢ Certificate lmport Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a lacation for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| || Browse,.. I

Cancel
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8. Navigate to the Third-Party Root Certification Authorities certificate store and click OK.

Click Next.

Select Certificate Store >

Select the certificate store you want to use.

----- | Intermediate Certification Authorites

tificates are kept.

store, or you can spedfy a location for

e based on the type of certificate
[ ] 5how physical stores re

|| Browse... I

Cancel

9. Finish the Certificate Import Wizard.

Now the workstation has imported the certificate components required to establish secure communications with
the Management Server or Recording Server.
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View encryption status to clients

To verify if your recording server encrypt connections:
1. Open the Management Client.
2. Inthe Site Navigation pane, select Servers > Recording Servers. This opens a list of recording servers.

3. Inthe Overview pane, select the relevant recording server and go to the Info tab.
If encryption is enabled to clients and servers that retrieve data streams from the recording server, a
padlock icon appears in front of the local web server address and the optional web server address.

Properties e

Recording server information
Mame:
|Hecording server 1 |

Description:
Covers sector 1 ~

Host name:

|f""' . T - |

Local web server address:
| @ hitps://m——— e —— 7563/ |

Web server address:
|i hittps:/Awww recordingserver dhk 89/ |

Time zone:
|(UTC+01:00) Brussels, Copenhagen, Madrid, Paris |

&) Info |[3 Storage |ﬂ Failover |4r Multicast |;"T Metwork |
S —————
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View encryption status on a failover recording server

To verify if your failover recording server uses encryption, do the following:

1. Inthe Site Navigation pane, select Servers > Failover Servers. This opens a list of failover recording
servers.

2. Inthe Overview pane, select the relevant recording server and go to the Info tab.
If encryption is enabled to clients and servers that retrieve data streams from the recording server, a
padlock icon appears in front of the local web server address and the optional web server address.

Properbes

Failowver server information

Mame:

| Failover recording senver 1|

Description:

Failover for Recording server 1

Host name:

| - Jocal |

Local web server address:
|i hitpe /s local: 7563/ |

Web server address:

| @ https:/ Awww failoverecordingserver] -89/ |
UDP port:

Database location:
|C “MediaDatabase

Enable this failover server

& Info %] Network «f Multicast
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# Run this script once, to create a certificate that can sign multiple server SSL certificates

# Private certificate for signing other certificates (in certificate store)

$ca_certificate = New-SelfSignedCertificate -CertStoreLocation cert:\CurrentUser\My -DnsName 'VMS Certificate Authority' -KeyusageProperty All °
-KeyUsage CertSign, CRLSign, DigitalSignature -FriendlyName 'VMS CA Certificate’
-TextExtension @("2.5.29.19={critical}{text}ca=TRUE")

# Thumbprint of private certificate used for signing other certificates
Set-Content -Path "$PSScriptRoot\ca_ thumbprint.txt" -Value $ca_certificate.Thumbprint

# Public CA certificate to trust (Third-Party Root Certification Authorities)
Export-Certificate -Cert "Cert:\CurrentUser\My\$($ca_certificate.Thumbprint)" -FilePath "$PSScriptRoot\root-authority-public.cer"



Appendix B | Create Server SSL Certificate script

# Run this script once for each server for which an SSL certificate is needed.

# Certificate should be executed on the single computer where the CA certificate is located.
# The created server SSL certificate should then be moved to the server and imported in the
# certificate store there.

# After importing the certificate, allow access to the private key of the certificate for

# the service user(s) of the services that must use the certificate.

# Load CA certificate from store (thumbprint must be in ca_thumbprint.txt)

$ca_thumbprint = Get-Content -Path "$PSScriptRoot\ca_ thumbprint.txt"

$ca_certificate = (Get-ChildItem -Path cert:\CurrentUser\My\$ca_thumbprint)

# Prompt user for DNS names to include in certificate
$dnsNames = Read-Host 'DNS names for server SSL certificate (delimited by space - 1st entry is also subject of certificate)’
$dnsNamesArray = @($dnsNames -Split ' ' | foreach { $_.Trim() } | where { $_})

if ($dnsNamesArray.Length -eq 0) {
Write-Host -ForegroundColor Red 'At least one dns name should be specified'’
exit

}

$subjectName = $dnsNamesArray[Q]

$dnsEntries = ($dnsNamesArray | foreach { "DNS=$_" }) -Join '&'

# Optionally allow the user to type in a list of IP addresses to put in the certificate
$ipAddresses = Read-Host 'IP addresses for server SSL certificate (delemited by space)'’
$ipAddressesArray = @($ipAddresses -Split ' ' | foreach { $_.Trim() } | where { $_ })
if ($ipAddressesArray.Length -gt 9) {

$ipEntries = ($ipAddressesArray | foreach { "IPAddress=$ " }) -Join '&'

$dnskEntries = "$dnsEntries&$ipEntries”

# Build final dns entries string (e.g. "2.5.29.17={text}DNS=myhost&DNS=myhost.domain.com&IPAddress=10.0.0.103")
$dnsEntries = "2.5.29.17={text}$dnsEntries”

# The only required purpose of the sertificate is "Server Authentication”
$serverAuthentication = '2.5.29.37={critical}{text}1.3.6.1.5.5.7.3.1"

# Now - create the server SSL certificate
$certificate = New-SelfSignedCertificate -CertStoreLocation Cert:\CurrentUser\My -Subject $subjectName -Signer $ca_certificate °
-FriendlyName 'VMS SSL Certificate' -TextExtension @($dnsEntries, $serverAuthentication)

# Export certificate to disk - protect with a password
$password = Read-Host -AsSecureString "Server SSL certificate password"
Export-PfxCertificate -Cert "Cert:\CurrentUser\My\$($certificate.Thumbprint)" -FilePath "$PSScriptRoot\$subjectName.pfx" -Password $password

# Delete the server SSL certificate from the local certificate store
$certificate | Remove-Item



Appendix C | Create Failover Management Server Certificate script

# Run this script once for each management server for which a certificate is needed.

# Certificate should be executed on the single computer where the CA certificate is located.
# The created certificate should then be moved to the management servers and

# imported in the certificate store there.

# Load CA certificate from store (thumbprint must be in ca_thumbprint.txt)
$ca_thumbprint = Get-Content -Path "$PSScriptRoot\ca_thumbprint.txt"
$ca_certificate = (Get-ChildItem -Path cert:\CurrentUser\My\$ca thumbprint)

# Prompt user for DNS names to include in certificate
$dnsNames = Read-Host 'DNS names for management server certificate (comma delimited - 1st entry is also subject of certificate)’
$dnsNamesArray = @($dnsNames -Split ',' | foreach { $_.Trim() } | where { $_ })

if ($dnsNamesArray.Length -eq 9) {
Write-Host -ForegroundColor Red 'At least one dns name should be specified'’
exit

$dnsEntries = ($dnsNamesArray | foreach { "DNS=$_" }) -Join '&'

# Optionally allow the user to type in a list of IP addresses to put in the certificate
$ipAddresses = Read-Host 'IP addresses for management server certificate (comma delimited)’
$ipAddressesArray = @($ipAddresses -Split ',' | foreach { $_.Trim() } | where { $_ })
if ($ipAddressesArray.Length -gt 9) {

$ipEntries = ($ipAddressesArray | foreach { "IPAddress=$ " }) -Join '&'

$dnskEntries = "$dnsEntries&$ipEntries”

}
$subjectName = $ipAddressesArray[0]

# Build final dns entries string (e.g. "2.5.29.17={text}DNS=myhost&DNS=myhost.domain.com&IPAddress=10.0.0.103")
$dnsEntries = "2.5.29.17={text}$dnsEntries”

# The only required purpose of the sertificate is "Server Authentication™
$serverAuthentication = '2.5.29.37={critical}{text}1.3.6.1.5.5.7.3.1"

# Now - create the management server certificate
$certificate = New-SelfSignedCertificate -CertStoreLocation Cert:\CurrentUser\My -Subject $subjectName -Signer $ca_certificate °
-FriendlyName 'VMS Server Certificate' -TextExtension @($dnsEntries, $serverAuthentication)

# Export certificate to disk - protect with a password
$password = Read-Host -AsSecureString "Management server certificate password”
Export-PfxCertificate -Cert "Cert:\CurrentUser\My\$($certificate.Thumbprint)" -FilePath "$PSScriptRoot\$subjectName.pfx" -Password $password

# Delete the management server certificate from the local certificate store
$certificate | Remove-Item
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About Milestone

Milestone Systems is a leading provider of open platform video management software; technology that helps
the world see how to ensure safety, protect assets and increase business efficiency. Milestone Systems
enables an open platform community that drives collaboration and innovation in the development and use of
network video technology, with reliable and scalable solutions that are proven in more than 150,000 sites
worldwide. Founded in 1998, Milestone Systems is a stand-alone company in the Canon Group. For more
information, visit https://www.milestonesys.com/.
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